-

IRJIET

International Research Journal of Innovations in Engineering and Technology (IRJIET)

ISSN (online): 2581-3048
Volume 3, Issue 1, pp 5-8, January-2019

Named Data Networking: A Survey

LAli H.Shamman, ?Zaid I. Rasool, *Musaddak M. Abdulzahra

123Department of Computer Technology Eng., Al-Mustagbal University College, Babel, Iraq

Abstract - (NDN) Named Data Networking is a new offer
that returns data based on name instead of location. It
Changes the semantics of the network service to define the
packet to a specific destination address to obtain the data
specified by a specific name. In this paper, we survey Basic
notion of NDN including Pending Interest Table (PIT),
Content Store (CS) and Forwarding Information Base
(FIB). The name of the Named Data Networking packet
can name anything like; a data part in a book or a movie
an endpoint, in order to turn on some lights, etc. We also
describe some recent research Named Data Networking.
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I. INTRODUCTION

Today's Internet's hourglass architecture centers on a
universal network layer (i.e., IP) the purpose of IP design is to
form a network of connections so that packets are called
endpoints for communication only which implements the
minimal-functionality necessary for international
interconnectivity.

Named Data Networking is one of the more general
networks research directions called information-centric
networking (ICN), which different architecture designs have
to emerge [1]. Information-centric networking is constructed
on several prominent principles such as publish and subscribe
paradigm, named content, in the network stash, and protection
over atomic information objects [2]. Information-Centric
Networking (ICN) is suggested on two fundamental concepts

[3]:

= Universal caching
=  Content can be accessed by name

The Information-centric networking architectures aim to
replace current host-centric IP architecture with an
information-centric one for the secure, efficient, and reliable
dissemination of information.

The ideal is shifted from point-to-point communication to
information-centric dissemination.
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Named Data Networking can improve the latency by
pushing content even closer to clients match to Content
Delivery Networks (CDN).Named Data Networking is a
networking type that tries to address issues with the current
Internet by using named data instead of named hosts for the
communication model [4].

Over the swap of two types of packets Communication in
Named Data Networking is driven by receivers i.e., data
consumers: Data and Interest. Both types of packets carry a
name that Identical a piece of data that can be transmitted in
one data packet. A consumer puts the name of the desired
piece of data into a service packet and sends it to the network

[5].

Since Named Data Networking challenges some original
technical tradeoffs of the current Internet, it redesigns many
sides including security, naming, and forwarding, caching and
routing [4]. NDN introduces challenges that must be addressed
in order for it to be a serious candidate for the future Internet
architecture.

11. BASIC CONCEPTS OF NDN

There are many interests and data related to transmitting
transmission functions so that each wave directs the data
network called three data structures and reorientation: Content
Store (CS)

= Pending Interest Table (PIT)
= Forwarding Information Base (FIB)
= Content Store (CS)

111. PENDING INTEREST TABLE (PIT)

Pending Interest Table (PIT) all the concern that a router
has forwarded but not satisfied yet. Each PIT entry records the
data name carried on the Internet, together with its incoming
and outgoing interface(s) [5]. The Pending Interest Table is a
table that stores unsatisfied Interests an entry is added when a
new Interest packet arrived and removed when it is satisfied
by the corresponding Data packet [4].

IV. FORWARDING INFORMATION BASE (FIB)

Forwarding Information Base is a transport table which
maps name ingredient to interfaces. Forwarding Information
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Base fills like role as with IP it is used for send Interest
packets founded the longest prefix match [4]. The Forwarding
Information the base itself is populated by a name-prefix based
transport protocol and can have different output mediator for
each prefix.

Ustof  Listof incoming List of oulgoing
nonces  interfaces interfaces

PIT

name | nonce (— Inlerface ID, — Interface ID, >
fetime send-time

Interfaces ranked by
FIB forwarding policies

| name prefix | stale time | |

= o \»“'n\__

nierface ID, routing preference, RTT, stalus, rale limil

Forwarding state in PIT and FIB
Figure-1: Forwarding state in PIT and FIB
V. CONTENT STORE (CS)

The Content Store is a cache that stores preprocessed data
packets if they are reordered [4]. Because an NDN packet is
meaningful independent of its source or a redirection therefore
Content Store is a temporary memory for data packets
received by the router, it could be buffered to meet future
interest. The replacement strategy has recently been used but
by the router, the replacement strategy is determined and may
vary.

V1. COMMUNICATE IN NDN

Through the exchange of two types of packets: interest and
data the connections in the Named Data Networking are run
by receivers, i.e., data consumers [5]. Each beam type carries a
name, which uniquely identifies a piece of content that can be
loaded into a single data packet. The NDN data names are
organized hierarchically and the example name [7]. The
consumer spots the name of the wished for piece data into a
stocks packet and then sends it to the network. These names
use this name to redirect attention to the data product (s). The
node returns a packet of data containing the name and content
together, along with the product key that links the two,
tracking this data packet reverses the path taken by the interest
to return to the consumer claimant the moment that the interest
reaches a node that reaches the required data, (Figure 1). [5].
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Figure-2: Interest Packet and Data Packet

In the Named Data Networking, in each node, there is a
single native FIB. When the interest reaches the appropriate
output interface that has been specified to forward the packet,
this FIB maps each name with the corresponding hops (hops)
[3]. The search engine for the name e-client is one of the core
components of the fast NDN package redirection. Since
Named Data Networking search is based on names of variable
lengths, it can be seen as a matching problem in the string.
After vest gating in 2 approaches deterministic phi-nite
automated vs table-tick [4].

VII. CHALLENGES

Many challenges can be seen in the IP addresses of the
name lookup. Unlike NDN Such as Fast, which contains a
service, NDN names and variable length and unlimited,
usually contain dozens or hundreds of characters. Given the
increasing correlation speed, these long and variable length
names will make traditional search algorithms time-
consuming. Searching for wire speed is a major challenge in
NDN.

The NDN is still waiting for many challenges such as
security care and caching. The NDN has two main challenges:
a scalable redirection and conversion strategy [5]. As NDN
defies some of the fundamental technical trade-offs since the
NDN change is fundamentally different and is more
complicated by the nature of IP routing of the current Internet,
it can redesign many aspects including security, naming,
redirection, buffering and routing. Among these challenges
[4], the implementation of the scalable NDN packet
transmission remains a major challenge.

VIll. SOME RESEARCH IN THE NDN

Many efforts have been devoted to researching the
network architecture over the past few years. There are many
current efforts:

Automated Bloom elects for transmitting in Named Data
Networks. This point suggests using content names based on
frequent segmentations. This planning reduces packet headers.
Including memory and complexity are associated with a less
reorientation strategy than in currents. This research suggests
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the development of a database based on Iterated Bloom filters

(IBF) F for NDNs and focuses on maximizing design

efficiency, because many CPU-constrained devices are

expected to be a memory, Bandwidth, and battery in the future
Internet [3].

In [4], various design options for the NDN router based on
the defragmentation table were reviewed, and design was
suggested for rapid routing during a denial of service (service
rejection).

1) Search name across retail tables with retail account
fast collision resistance.

2) The fib lookup algorithm that provides the average
FIB search time for the worst case.

3) Linear multicore can be accelerated by dividing the
PIT.

4) Improved software and data structure to maximize
the use of the data cache.

In [5] providing a prompt overview of its development
status, current design, research challenges, and description of
the motivation and vision of this new structure, its
components, and approach.

In [7] search for effective solutions to reduce interest. This
research shows that non-traditional NDN characteristics to
store each packet on each router and maintain equilibrium (i.e.
one packet that benefits from a single data packet) provide the
basis for useful DDOS mitigation algorithms. It relieves
quickly and effectively Florida interest flooding.

ANDaNA: Anamed Named Data Network Application. The
NDN architecture demands some privacy concerns that stem
mainly from the semantic richness of names. We study the
privacy features of the NDN and offer an initial attempt to
achieve communication privacy. SPECI Fi automatically,
ANDaNA is an addition to the NDN tool, which leverages
some features of Tor. ANDaNA is a network routing onion
overlay, built on the NDN header, uses several concentric
layers of encryption messages and modes of consumers
through a series of at least two Of onion routers [8].

NDN-NIC: Name-based filtering on the network interface
card. This approximates the Bloom filters to store different
name tables on the NDN-NIC, to further adjust the names
prefixes included in Bloom's filters to design some
mechanisms, to reduce false positives under the specified
memory limit. Based on their content names, the NDN-NIC, A
network that filters packets, to reduce CPU amount while
running NDN over shared media. The main research is to use
a limited amount of memory on a chip (in tens of kilobytes) to
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support packet filtering based on a large number of base sets
(hundreds of thousands)[9].

OSPF: An OSPF-based routing protocol for the named data
network. This OSPF protocol uses Opaque Link State
Advertisements (OSPF) OSPF data to inform name prefixes
while ensuring backward compatibility. It supports prefix
name advertising from multiple sites. Moreover, since OSPF
provides only the best one.

The path to each destination, OSPF added a multitasking
feature configured to allow users to specify the links to be
used when the best path to resetting data fails. OSPF is
currently deployed in all 10 participating institutions in the
NDN test [10].

OSPF does not support multithreaded full-duplex dynamic
routing capability; the configured multipath feature has
already helped to better understand the redirection behavior of
the current CCND protocol.

ndnSIM: NDN emulator for NS-3. After the NDN
architecture, ndnSIM is executed as a new model for the
network layer protocol, which can be run on any available link
layer protocol model (CSMA, point to point, wireless), as well
as the network layer (TCP and UDP) (IPv4, IPv6), ndnSIM is
designed for a set of unlimited binding components through
which the researcher can find an opportunity to change or
replace any strain, without assuming the other accessories of
the ndnSIM. This simulation provides a set of the reference
application and helper classes, allowing the evaluation of
various aspects of the NDN protocol under different scenarios
[11].

IX.CONCLUSION

The Named Data Networking is an entirely new Internet
architecture inspired by years of use of the experimental
research network. The Named Data Networking is associated
with the Content-Centric Networking Unique feature of The
Named Data Networking, its adaptive control level. In Named
Data Networking the packets bear the name of the data rather
than the source and address of the trouble. In the Named Data
Networking, the connection is done by exchanging interest
packets and data. Data consumers send interactive packets in
the form of names. In which routers redirect the existing
packet based on the data name, and also retain information
from the state of outstanding interests that enable The Named
Data Networking router to set loops, fail faults quickly,
measure the performance of the different path, and retry the
alternate path. The product responds to the data packet that
takes the reverse path. In this paper, see the basic concepts of
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the Named Data Networking that describe in detail some of
the recent research for the Named Data Networking.
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