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Abstract - Today Android applications are widely used by 

billions of users to perform different activity. So malware 

target the Android phone frequently. The new malware 

sample is a major issue and signature based technique are 

unable to find out new malware sample. In this paper 

author will appliance an approach to detect the unfamiliar 

Android malware using machine learning techniques with 

a high detection rate. We adopt sampling technique based 

on the sensitive opcodes sequence. Finally, we evaluate our 

method on AndroZoo dataset (15000 malware and 15000 

benign Apks), and select the top 20 malware families for 

experiments. The experimental results show that the Total 

Accuracy 95.3%, 92.16%, and 92.6% with random forest, 

XGBosst, and Decision tree.  
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I. INTRODUCTION 

Any application or program or code which is planned 

deliberately to get through the entrance framework or the 

approval interaction and acquires a state where it can make 

unacceptable moves is known as malevolent programming or 

malware. Malware is harmful software that infiltrates your 

system and performs undesirable tasks while compromising 

the computer system's security policy in expressions of data 

confidentiality, integrity, and availability. It has the ability to 

change or remove any software package from the system in 

direction to intentionally disrupt the system's essential 

functionality [13]. Trojan Horse, spyware, adware, and worms 

are all examples of malware.  

II. MOTIVATION 

Now a day’s number of active user are increase day by day 

on mobile phone. Most of the smart phone is depend upon the 

android platform. Android is an influential operating system 

and it supports a large amount of applications on 

Smartphones. These applications are more comfortable and 

innovative for users. It is engaged approximately 75% of 

shares in the worldwide market by the end of 2020. As of late, 

Android has overwhelmed other mobile operating systems to 

become perhaps the most generally utilized platforms[1], 

which is why malware authors are increasingly targeting the 

Android platform. 

III. OBJECTIVE 

 To analyze the existing malware detection 

techniques. 

 To extract essential features from existing dataset by 

performing static analysis. 

 To use supervised machine learning model for 

classification of malware. 

 To evaluate and compare the performance of 

proposed approach with existing approaches.  

IV. LITERATURE REVIEW 

A writing survey is critical to any examination project since 

it recognizes the requirement for the work. Ongoing 

examinations on the utilization of machine learning 

calculations with static and dynamic investigation for 

distinguishing malware include:  

Bilar [26] used an opcode frequency distribution to identify 

and distinguish between malware and benign. Bilar took a 

small dataset of 67 malware and 20 benign files for statistical 

analysis. Bilar examined 14 opcodes that are frequently 

observed in malware files. But he was unable to classify the 

second generation malware.  

Rudy [33] foster a static malware location framework by 

utilizing text arrangement methods dependent on the show 

substance of the dubious applications [12]. Author use 

different text classification techniques (Naïve Bayes, 

Multinomial Naïve Bayes, C4.5, SVM, etc.) to apply different 

dataset. Author achieve malware detection accuracy rate 

between 94.0% and 99.3% and got highest accuracy through 

SVM (99.3%).  

Cai et al. [42] proposed a novel dynamic application 

grouping strategy, to supplement existing methodologies. 

DroidCat accomplishes superior robustness than static 

methodologies just as dynamic methodologies depending on 

framework calls [11]. Author used a Random forest classifier 
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to classify the malevolent and benign application and got 

94.5% accuracy.  

Wang et al. [28] extracted used permissions and API calls 

from applications to train a model using AdaboostM1 classier. 

By evaluating their model on 1170 malware samples and 1205 

benign samples, they claim a True Positive Rate of 99.6%. 

Feizollah et al. [14] seemed the feasibility of unequivocal 

Intent and implied Intent for Android malware disclosure. The 

evaluation has been done on 5560 malware tests and 1846 

liberal tests. Authors come to 91% precision by consuming-

through Android Intent, 83% precision utilizing authorization 

and by joining made both the features they achieved the 

discovery rate of 95.5% [1].  

Sun et al. [15] presented SigPID which is centered on the 

permission examination to identify noxious applications. 

Creators have extricated 135 permissions from the dataset but 

utilized as it were 34 permission (25% of add up to consents) 

to recognize between malicious and benign applications. 

Author utilized the SVM for model training and claims a 

precision of 93.62% for malware inside the dataset and 91.4% 

for obscure malware.  

Xu et al. [38] proposed a strategy to identify noxious 

application known as ICC Detector which depends on the 

between segment correspondence related highlights. ICC 

Detector can screen the communication between the parts or 

cross-application limits [3].Authors utilized 5264 malware and 

12026 favorable applications and got 97.4% discovery 

precision.  

Wain et al. [18] In this paper, authors analyzed 

permissions present in the android application and developed a 

tool PScout that extracts permission specifications using static 

analysis.  

Tao et al. [19] In this paper, authors taken into 

consideration hidden styles of malware in real-international 

Android applications. The authors extricated sensitive APIs 

which are applied in malware moreover actualized a 

mechanized malware discovery framework to become aware 

of difficult to understand android malware [1]. The authors 

carried out a complete studying approximately using 31185 

type and 15336 malware assessments and were given 98.24 F1 

scores.  

Schultz et al. [25] introduced machine learning concept for 

malware discovery based on static features. In their approach, 

Schultz et al. used program executable, byte n-gram & string 

as a feature vector. The classifier which is implemented by the 

author is Ripper, Naïve Bayes, and Multi Naïve Bayes to train 

also test the dataset [1].  

Zhu et al. [30] proposed a profoundly proficient approach 

to extricate authorizations and sensitive APIs as feature and 

utilized Random Forest to organize the demonstrate to 

acknowledge between malicious and benign applications. The 

authors utilized 2130 tests and achieved 88.26% detection 

correctness with 88.40% sensitivity at the accuracy of 88.16% 

[4].  

V. PROPOSED METHODOLOGY 

In this section, author explains the system-learning-based 

method for detecting fraudulent Android packages. Figure 1 

depicts the geometry of our proposed technique, which 

includes the following advancements:  

 Collecting the data set 

 Extracting the feature (Opcodes) 

 Classification of malware and benign application 

 

Figure 1: Flow chart of the approach 

5.1 Dataset Collection 

Authors gather dataset (malicious and benign apks) for 

Android applications from AndroZoo, which is a creating 

vault of Android applications. AndroZoo covers the 

applications which are gathered from the different bases, 

containing the Google play store commercial center. The 

dataset is used for the investigation covers 15000 malware and 

15000 generous Android application bundle APKs. Author 

additionally checks the Secure Hash Algorithm (SHA) worth 

of the applications to guarantee the novel example for 

investigation [1].  
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5.2 Feature Extraction 

In this stage, author extricates the highlights from the 

dataset that have gathered. In this approach author played out 

the static investigation of android applications to recognize 

malevolent applications. For the extraction of highlights, 

author use Apktool and Androguard [1] figuring out devices 

and concentrate opcodes from the dataset. During the 

underlying phase of highlight extraction, author separates an 

enormous number of highlights in every class. Then, at that 

point first channel the highlights with the top recurrence of 

event in the dataset. Figure 2 shows the main 20 frequency 

feature includes in our dataset [1].  

Opcodes: Opcodes assume a fundamental part in the 

execution of the application. During the writing audit, author 

track down that in the static investigation, functional codes are 

fundamental structure blocks during the execution of uses [1]. 

An opcode distinguishes which fundamental PC activity in 

the guidance set is to be performed. It advises the PC to 

accomplish something. Each machine language guidance 

ordinarily has both an opcode and operands. The opcode 

resembles an action word in a sentence, and the operands 

resemble the subject in a sentence.  

 

Figure 2: Comparison graph of top 20 opcodes in malware and benign 

5.3 Classification 

For the classification, we use 4 assorted supervised 

machine learning classifiers, specifically Random forest, 

eXtreme Gradient Boosting (XGBoost).  

Random forest  

A random forest is a supervised machine learning algorithm 

for classification. It creates a decision tree on data sample and 

gets the prediction from each of them and finally select best of 

them by means of voting. It's anything but a stowing strategy 

that takes perceptions in an arbitrary way and chooses all 

sections which are unequipped for addressing huge factors at 

the root for all choice trees.  

Table 1: Random forest confusion metrics 

 Actual Class 

Predictive Class 21 5 

5 186 

XGBoost  

XGBoost is a streamlined administered inclination boosting 

library intended to be somewhat proficient, bendy and 

convenient. It carries out framework dominating calculations 

underneath the Gradient Boosting structure. XGBoost 

manages the cost of an equal tree boosting (also called GBDT, 

GBM) that cure numerous records mechanical skill issues in a 

fast and right manner [8]. 

Table 2: XGBoost confusion metrics 

 Actual Class 

Predictive Class 20 7 

10 180 

Decision Tree  

Decision tree is the greatest influential and renowned 

gadget in lieu of type and forecast. A Decision tree is a 
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flowchart like tree structure, in which every inner hub means a 

test on a characteristic, each division addresses an absolute 

last impact of the test, and each leaf hub (terminal hub) holds a 

class name.  

Table 3: Decision tree confusion metrics 

 Actual Class 

Predictive Class 18 7 

9 183 

The data set is split into 70%-30% ratio for training and 

testing. “Author used 10 fold cross validation to validate the 

performance of the model. In the basic approach, called k-fold 

cross validation”, the training set is parted into k more modest 

sets the ensuing strategy is followed for everything about k 

"folds" [2]: 

 A model is prepared utilizing of the folds as 

preparing information; 

 The subsequent model is approved on the excess a 

piece of the data (i.e., it's utilized as a test set to 

process an exhibition measure like precision) [2]. 

VI. RESULT AND ANALYSIS 

6.1 Measurement Metrics 

Accuracy (AC) is the proportion of the total number of 

corrected predictions. Overall, how often is the classifier 

correct?  

𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 % = (𝑻𝑷+𝑻𝑵)/(𝑻𝑴+T𝑩)×𝟏𝟎𝟎 

Table 4: confusion metrics 

 
Actual Class 

Positive Negative 

Predictive 
Class 

Positive 
True Positive 

(TP) 
False Positive 

(FP) 

Negative 
False 

Negative (FN) 

True Negative 

(TN) 

6.2 Performance Results 

As a final point, author perceive that the ensemble based 

learning algorithms (e.g. Random Forest, XGBoost, Decision 

Tree) performs better compared with others learning 

algorithms.  

Table 5: Performance result 

Features/Classifiers 
Random 
Forest 

XGBoost 
Decision 

Tree 

Opcodes (218) 95.39% 92.16% 92.6% 

 

VII. COMPARING WITH EXISTING WORK 

Figure [3] show the comparison of accuracy obtained by 

proposed approach with the existing literature Sun et al. [15], 

Huang et al. [5], Cai et al. [42], and Tehri et al. [34]. The 

results show that the proposed approach shows best results as 

compared to the existing approaches. 

 

Figure 3: Comparison graph with existing approaches 

VIII. CONCLUSIONS 

The approach is based on detection of Android applications 

by identifying the most relevant category of opcodes to 

discriminate the malicious and benign application. There are 

three different classification algorithm (Random Forest, 

XGBoost, Decision tree) are used and achieved 95.3% 

accuracy with random forest. The methodology has the 

potential to discover new anomalous applications. This 

approach is based on static feature.  

IX. FUTURE SCOPE 

As future work, author examination place is consolidating 

static and dynamic appraisal in which particular machine 

learning classifiers are utilized to break down regularly source 

code similarly as extraordinary component of uses in run time 

climate [1]. 
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