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Abstract - Security threats in cloud computing have still raised concerns for companies and individuals. So, most
researches have raced to propose models that keep secure data transmission in cloud computing and have ensured stored
data privacy by adopting appropriate encryption algorithms. This research presents a hybrid proposed scheme by
combining the RSA and AES to get features of both of them. The encryption process is achieved by using a proposed
algorithm depending on the XOR factor and AES algorithm. The AES algorithm security has been increased by
generating a dynamic key and maintains the security of this key with two encryption levels using the RSA algorithm so
that each level provides the authentication and verification requirements for both the transmitter and the receiver. The
results of the implementation of this scheme have proved its ability to achieve the security requirements of cloud
computing at the least possible execution times so that the execution time in the transmitter’s side is (34.91, 36.1, 41.4,
43.26) ms for various file sizes (50,100,150,200) KB respectively. The results also showed superiority in terms of
requirements of security, and execution time over well-studied reference models.
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1. INTRODUCTION

There have been many means of networked computing, and the most prominent of these means is the cloud computing system that
provides cloud storage, messaging between users, and access to numerous volumes of information in multiple fields. However, the
issue of confidentiality and privacy of data storage remains the primary concern for any networked computer interaction, whether
it is in the cloud computing system or other networked computer systems. Reference studies have diversified in the area of support
confidentiality data, integrity, and authentication in cloud computing. Some of them discussed security requirements in cloud
computing. For instance, Khan and Sharma (2019) have studied the security requirements in cloud computing and have proposed
using symmetric and asymmetric encryption algorithms to keep data secure. In addition, they have assured the importance of
using the symmetric AES (Advanced Encryption Standard) algorithm to encrypt data for its speed and flexibility.

Several reference studies have discussed the security challenges of cloud computing, and they have been defined security
requirements for data transfer and storage in cloud computing to ensure its integrity, confidentiality, and authentication (Fatima
and Ahmad, 2019; Ghaffari et al., 2019; San et al., 2019; Tabrizchi and Rafsanjani, 2020; Yahya et al., 2019; Sakharkar,2019). So
to keep the data secure that are stored in the cloud, Sakharkar (2019) discussed security threats in cloud computing and compared
the most effective algorithms for keep data secure at the cloud computing. It was found that it is necessary to apply multilevel
security to ensure data security in cloud computing.

The most recent research has tended to combine the symmetric and asymmetric cryptographies to benefit from the rapidity of one
and the security of the other to achieve an integrated security model for cloud computing. Such as Zou et al. (2020) have proposed
a hybrid encryption algorithm AES and RSA (Rivest-Shamir-Adleman) that combining the advantages of the two algorithms,
have made full use of the speed in encryption and decryption of the AES algorithm and key management advantage of the RSA
algorithm.

2. PROPOSED REFERENCE MODELS FOR THE CLOUD COMPUTING

Many researchers have studied hybrid model AES and RSA in order to achieve higher data confidentiality and get security
requirements in cloud computing. We have reviewed some of the above, but we will study the following studies for their
modernity in order to compare their results with the results that we will get from our proposed model in this paper in terms of
security requirements of cloud computing and execution time.
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2.1. The first studied reference model (Khaing and Naung, 2019)

Researchers Khaing and Naung (2019) have proposed a system to protect data transferred to the cloud by combining the RSA and
AES algorithms. They have proposed generating an AES key randomly, and then encrypting it using the RSA algorithm with the
public key of the receiver, and then merging encrypted data file by the AES algorithm with the key file encrypted by RSA
algorithm to get the output file that is sent to the receiver. Then, this file is separated into two files at the receiver's side. The first
file is the encrypted data file and the second file is the encrypted key file. After that, the encrypted key file is decrypted using the
RSA algorithm with the private key of the receiver to get the secret key for the AES algorithm, whereby the encrypted data is
decrypted with the AES algorithm.

2.2. The second studied reference model (Malgari et al., 2020)

Malgari et al. (2020) have proposed a hybrid encryption model that combines the symmetric AES algorithm and the asymmetric
RSA algorithm in order to take advantage of them. Thus, they have avoided the key management problem in the AES algorithm,
where the AES secret key is decrypted using the private key of the recipient, and their model has achieved higher secrecy for
sensitive data that requires higher secrecy but has taken a longer execution time.

3. SECURITY REQUIREMENTS

There are many security requirements in cloud computing and they differ from one reference to another and from one organization
to another, it can be summarized with the following requirements (Fatima according to Ahmad, 2019; Ghafari et al., 2019; San et
al., 2019; Tabrizsch and Rafsanjani, 2020; Yahya et al., 2019):
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Figure -1: The hybrid proposed model by combining RSA and AES in the transmitter’s side

1-Confidentiality: The concept of confidentiality includes more than one approach and can be summarized in the following three
aspects:

»  Cloud computing data, whether stored or transmitted, is not disclosed to non-cloud users.
= The correspondence between two particular cloud users is not disclosed to the other Cloud users.
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= The data of any cloud user is only disclosed to him and not to anyone else.

The first concept of confidentiality can be achieved by using symmetric algorithms such as the AES algorithm, which has a high
speed of implementation Mohan et al. (2020). However, these algorithms have fallen short of achieving the other two concepts
because all users have shared a secret key, but asymmetric algorithms have achieved the other two concepts, such as the RSA
except it has slow implementation when compared with symmetric algorithms Al- Kaabi, and Belhaouari (2019). 2-Privacy and
Integrity: The concept of privacy data refers to the application of laws, standards, policies, and processes by which personal
information is managed. On the other hand, integrity refers to protecting cloud data and software from unauthorized deletion,
modification, theft, or fabrication. This ensures that data have not been tampered with or abused. Integrity includes data accuracy
and completeness. The concept of data privacy and integrity includes two main aspects, namely:
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Figure -2: The hybrid proposed model by combining RSA and AES at the receiver’s side
4. RESULTS AND DISCUSSION

We have discussed the security requirements of the cloud computing that the proposed model has achieved and whether the
security requirements explained above have been met as follows:

1-Confidentiality: The proposed model has provided the confidentiality feature for non-users of cloud computing and for other
cloud computing users, where the message can only be obtained by the recipient. This is because the message can only be
obtained after getting (m1), which can be only obtained by a decryption (C1) using the AES algorithm with the key KS. This is
because the owner of the private key of the receiver PrR can obtain this key, and this key is present only at the recipient of the
message. Therefore, no one can see this message, which means that the confidentiality is secured by its three aspects described
previously, in addition to protecting the first block (m1), which represents the key (K), with two levels of encryption with the
same key protection mechanism (KS) for the AES algorithm, which increases the confidentiality and that the message is protected
from unauthorized access.

2-Privacy and Integrity: Since the decryption key KS can be only obtained by decrypting CCKS twice, and the first time is
exclusively associated with the private key, no one can tamper with it except by the recipient who is the owner of the message
exclusively, as for key (K) the same procedure has applied to it.
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3-Authentication and Verification: The proposed model provides the transmitter with the ability to authenticate his message by
encrypting the KS session key using the RSA algorithm with his private key PrT, where we obtain CKS, which is the encryption
of the secret key. This can be considered as the transmitter's authentication of his message, since the transmitter encrypts KS with
his private key, allowing the receiver to verify the transmitter and know his identity. This is only the receiver can obtain the KS
key by decrypting it using the RSA algorithm by the public key's transmitter. This cannot be done without his public key or by
using one of the public keys of other users. The proposed model also allows the transmitter to verify that the message has reached

the receiver exclusively by encrypting CKS by the receiver's public key, which ensures that the transmitter can only get CKS by
the receiver (R) exclusively, as no one else has his private key, as for key (K) the same procedure has applied to it.

4-Non-repudiation: Once the plain text of the message (M) is known by the non-transmitter of the proposed model, the transmitter
cannot deny that he sent this message, and the recipient cannot deny that it was he who opened this message exclusively. This is
because only the transmitter and the receiver have their key, as for key (K) the same procedure has applied to it.

Execution time:

The proposed model has used only the RSA algorithm for the encryption of the secret key (KS) for the AES algorithm

in Transniter Side

Figure -3: The execution time of the proposed model in the transmitter’s side

Shows the execution times for the proposed model and each of RSA and AES algorithms separately on the receiver’s side for
various file sizes.

5. CONCLUSION

This paper proposes an integrated secure model for the cloud computing system. The proposed model achieves the security
requirements of cloud computing on higher data confidentiality and gets security requirements in the cloud computing with the
least possible execution time, the hybrid proposed model of RSA and AES algorithms makes full use of the advantages of both of
them. This is accomplished by using them twice to encrypt a fixed text block of 128bit, additionally, the AES algorithm is using a
dynamic cipher key that is generated randomly in each session. The proposed model achieved a lower execution time than the
three studied references (Malgari et al., 2020; Khaing and Naung, 2019; Liang et al., 2017).
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