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Abstract - QR barcodes are mainly used for its security protection. There are more benefits in using QR code. Users can
gain reliability and high speed scanning solution. In our proposed system we implemented secret QR approach to protect
the data. The features of this algorithm are splitting the QR tags and pass through distribution method to maintain the
secrecy of the data under the code. The other end can retrieve the data shared by grasping this secret tags with
authorization. In our experiments implementation, the proposed approach is feasible and provides content readability,
cheater detectability, and an adjustable secret payload of the QR barcode. The main advantage of the system is the
maintain of secret application with a password. The password will be split into 5 parts and stored in a QR code. If
someone is in need of data they should be aware of credentials. The password can be getting by scanning those QR codes.
The admin will share the QR to the cloud. On the file requirement the user will send a query to the admin the admin will
send the file name to the user the user has to use the file name and has to get the five gr codes which contains the key and
getting the key he or she has to form the password for the file and can download the details.

INTRODUCTION

Across industries, the barcode labels you use to identify your products and assets are critical to your business. Compliance, brand
identity, effective data/asset management require effective (and accurate) labeling. The quality of the labeling and printing effects
operational efficiency. Making informed business decisions about which barcode labels — and therefore scanners, readers, printers,
and more — all lies in understanding the variations of barcode labels and their unique characteristics.You need to know the type of
barcodes not only for determining what works best with your products and assets but also so you can best determine the other
supporting technology (integration systems, printers, scanners, readers) that will give you a comprehensive barcode solution for
your entire enterprise. QR codes are a special type of barcode created by Denso Wave Incorporated.

A 1D barcode (also known as a linear code) is a visual black and white pattern, using variable-width lines and spaces for encoding
information. That information — such as numbers or other keyboard characteristics — is encoded horizontally from left to right. 1D
barcodes holds a limited number of characters, typically 20-25 .

A 2D barcode uses patterns, shapes, and dots to encrypt information both horizontally and vertically. 2D barcode can encrypt
more characters (around 2000) in the same amount of space as a 1D barcode (which only has 20-25). Types of 2D codes include
QR code, PDF417, and Data Matrix. In addition to holding more data, 2D barcodes can encrypt images, website addresses, and
other binary data, which means that the codes can work independently of a database. 2D barcodes can be used to mark very small
items where a traditional barcode label will not fit — think of surgical instruments or circuit boards inside of a computer. 2D
barcode imagers are the best option if you are looking for fast and accurate barcode readings. 2D barcodes used in manufacturing
and supply chain applications has increased, as this scanning technology efficiently scans moving items on conveyor belts without
worrying about scanner alignment. Additionally, 2D barcodes are ideal for imprinting on the small parts associated with
manufacturing, electronics, pharmaceutical and medical equipment industries.

EXISTING SYSTEM

QR code works in such a way that the data mapped to the barcode does not available in direct it is stored in the back end database
and the barcode just gives the link to the backend database. Only the authenticate application user can login and get the data using
the web link provided. However, the web link posses by the barcode is where the intruders show interest of and it falls into major
risk. Chuang et al. proposed a new method of secret sharing scheme with the QR tag as a key which is a failure since the QR tag is
meaningless and it is easy to retrieve the data in QR tag without any major authentication. The secret sharing system by QR tag
has no control on cheaters in current scenario.
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A dependable distributed secret storage system with the QR code can be used in important applications, such as offering secret
organization and authorization in e- commerce. By keeping all this into existence we planned of developing an algorithm of
distributed secret sharing among owners to control the privacy of QR data to which it links to. Allowing a secret to be split into
pieces and shared between individual QR-tag owners to ensure the privacy of the QR data [3].

The secret data can be treat with the QR tag as a secret image and then embed the QR image into the unique domain or the
frequency domain of a cover image. Hence, the secret activate on the QR tag directly payload of such schemes is equivalent to the
QR data. These schemes do not so they are unable of allowing the practice of hiding/reading the secret into/from the QR code
directly compared with a one-dimensional barcode, the two dimensional (2D) QR barcode can store a larger data payload and
possesses the capability of correcting errors. The barcode data easily can be decoded and retrieved via an automatic barcode
system. However, the lack of security of the barcode with private data creates problems for its real-world application [6].

DISADVANTAGE:

= The secret sharing scheme lacks privacy in sharing and it does not work against intruders in a certain way.
=  The encoded barcode data with its automatic barcode system is easily decoded.

= Data security is a very big concern

= Accuracy of data is a concern for all users.

= Needs lot of paper work to be handled.

PROPOSED SYSTEM

By keeping all the existing schemes limitations and disadvantages we planned of developing an algorithm of distributed secret
sharing among owners to control the privacy of QR data to which it links to. Allowing a secret key to be split into pieces and
shared between individual QR-tag owners to ensure the privacy of the QR data [3]. By implementing this method of distributed
secret sharing reliability and security becomes significant. This reliability allows the usage of this system in e-commerce. The
working of our model is splitting a secret into pieces and shared among individual QR-tag owners to ensure the privacy of the QR
data. The data can be retrieved by the users using QR tag only by authentication purpose. Recently, most QR-related research has
used the traditional image hiding manner or the traditional watermarking technique without utilizing the characteristics of the QR
barcode [3]. The image hiding schemes treat the QR tag as a secret image and then embed the QR image into the special domain
or the frequency domain of a cover image. Hence, the secret payload of such schemes is equal to the QR data. These schemes do
not operate on the QR tag directly, so they are incapable of allowing the practice of hiding/reading the secret into/from the QR
code directly.

ADVANTAGES:

= 1D or Linear codes tend to be used in scenarios where the associated data is prone to changing frequently

= 2D barcodes are used where there may not be database connectivity, where space is limited, and where larger amounts of
data are required

= Generated QR data provides more robustness than the related QR schemes.
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QR code algorithm:
QR code algorithm has been constructed by two different stages.

The first stage is a resemblance transformation where the novel matrix gets transformed real tri diagonal berg form. The first stage
passes the input to the second stage.

The second stage the exact iterations of QR.

By practicing it in the real the limitation in QR code algorithm is the first stage creates sparse. Therefore excessive memory will
be utilized if it works for huge sparse matrix.

Shamir’s Secret Sharing:

Shamir's Secret Sharing algorithm is a way to split an arbitrary secret S into N parts, of which at least K are required to reconstruct
S. For example, a root password can be split among five people, and if three or more of them combine their parts, they can recover
the root password. Splitting a secret works by encoding the secret as the constant in a random polynomial of K degree. For
example, if we're splitting the secret number 42 among five people with a threshold of three (N=5,K=3), we might end up with the
polynomial:

f(x) = 71x"3 - 87x"2 + 18x + 42
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Preparation: If our secret code is 1234, we divide the secret code into 6 parts, subset of 3 parts is more than sufficient. in
reconstructing the secret. At random we obtain two numbers: 166 and 94. We execute by constructing 6 points from the
polynomialby sharing single point to each. This preparation is in necessity else anyone with this point can know the secret.

© 2019-2017 IRJIET All Rights Reserved www.irjiet.com 53



~ = International Research Journal of Innovations in Engineering and Technology (IRJIET)
- "N ISSN (online): 2581-3048

]
/ , IHJ' ET Volume 3, Issue 10, pp 51-55, October-2019

Suppose hat our

s suficient to reconstructthe secret. A random we obtai two (k— 1

e wish to divide the se

(a9 = 1234;.0) = 166;09 = %)
Our polynomial o produce secet shares (pons) is terefore
f(2) = 1234+ 1662 + s*
We construct6 points D,y = (2, f(z)) fom the polynomiat
Dy = (1,1404);D; = (2, 1942); Dy = (3,2578): s = (4,3402); D, = (5, 414); Dy = 6,314

nt (both z:and f (z)). Beca
, f(0)) e woul aiso know te

P T—T3 T—Ty z—4 -5
| =— '+ — = —_—
Tp—Ty Ty — T2 2-4

z—2

T—T z— 2 1
11——0~ 2 = . ===+ =z-5

Ta—xy @ —x 4-2 4-5
z—-2 2¢-m1 2-2 z-4 1, 8
I L S =gt %4
g Ty =Ty T2 —T) 5—-2 5-4 337 :l)+3

Therefore
f@) =Y v 4(x)
=0

= 1234 + 166z + 942
Recall that the secret is the free coefficient, which means that § = 1234, and we are done

CONCLUSION

Once you sent a request to the admin for any information QR code is generated from the cloud and we can get the encrypted
pieces of the password now we can scan the QR pieces and set it with the file name for authentication which is sent to you. Now
you can see the details using this information. Generated QR is tough to break. QR embedded data is as same as data by payload.
This system gets executed also in e-coupons and e- sharing.
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