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Abstract Pegasus, a sophisticated Python-based program,
showcases advanced features such as keystroke recording,
email transmission, and microphone capture. Its
educational purpose is clear, emphasizing cybersecurity
and user privacy. However, malicious use is strictly
prohibited, underlining ethical and legal concerns.

Objective:

The primary objective of this survey paper is to
comprehensively examine the functionalities of Pegasus, a
sophisticated software with key capturing features resembling
spyware. Through this exploration, the paper aims to provide
educational insights, emphasize ethical considerations, raise
cybersecurity awareness, and present preventive measures.

Keywords: Pegasus, Security, Privacy, Cyber-security,
Advanced Technology, Spyware, Ethical Considerations.

1. Introduction

The dynamic landscape of cybersecurity and digital
technology has ushered in a host of intricate software tools,
generating a plethora of concerns and challenges. One notable
entity that has garnered substantial attention is "Pegasus.”
Crafted with finesse and precision using the Python
programming language, Pegasus embodies an exceptionally
advanced mechanism for capturing keys and a payload
reminiscent of spyware. This survey paper sets out to
comprehensively explore the multifaceted dimensions of
Pegasus, elucidating its functionalities, ramifications, and
ethical dimensions.

The core objective of this survey paper is to offer a
comprehensive perspective on Pegasus, elucidating its
functionalities that span keystroke recording, email
transmission, screenshot acquisition, microphone capture,
system data aggregation, and clipboard access. Importantly, it
is vital to underscore that the primary intent of this survey is
rooted exclusively in education and research, categorically
refraining from endorsing or promoting any form of malicious
application.

At the heart of Pegasus lies its meticulous capacity to
capture and record user interactions. The component
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responsible for recording keystrokes, seamlessly embedded
within its framework, systematically captures user inputs on
compromised systems. This recording provides invaluable
insights into user activities, allowing for a deeper
understanding of digital behavior. Moreover, Pegasus
incorporates the periodic capture of screenshots, enriching the
contextual comprehension of the recorded keystrokes.

Significantly, Pegasus emulates the characteristics of
spyware through its discreet data transmission capabilities.
This inherent functionality enables the surreptitious
transmission of amassed data to pre-defined email addresses.
Consequently, this attribute heightens the potential for
unauthorized data extraction, triggering legitimate concerns
about user information security and privacy.

Pegasus extends its capabilities further by gaining access
to and recording audio through the host system’s microphone,
substantially broadening its scope in capturing sensitive
information. Additionally, the payload assumes the role of
collecting critical system information, encompassing hardware
specifications and system particulars, culminating in the
creation of a comprehensive profile of the compromised
system.

Broadening its scope, Pegasus excels in intercepting and
storing data copied to the clipboard, introducing an additional
pathway for potential data exfiltration.

It is of paramount importance to underscore that the
creation and use of Pegasus or similar software for malicious
purposes is not only ethically reprehensible but also unlawful.
This survey paper functions as an extensive guide, aimed at
comprehending the intricate mechanics and potential risks
linked to mechanisms that capture keys and spyware. Through
this exploration, the fundamental significance of cybersecurity
and the indispensability of safeguarding user privacy are
accentuated.

Throughout this survey, ethical considerations and
unwavering respect for privacy must unequivocally shape the
development and deployment of software tools. The ensuing
sections of this paper delve into a comprehensive analysis of
Pegasus, offering insights into its mechanics, consequences,
and preventive measures.
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2. Problem Formulation

The growing complexity of cybersecurity and digital
technology has led to the emergence of a wide array of
intricate software tools, some of which give rise to significant
concerns and challenges. Among these tools, "Pegasus" has
garnered notable attention. Developed with a high degree of
sophistication using the Python programming language,
Pegasus stands as an exceptionally advanced system designed
for keystroke capture and exhibits characteristics reminiscent
of spyware. The primary objective of this survey paper is to
conduct a comprehensive investigation into the multifaceted
nature of Pegasus, shedding light on its functionalities,
implications, and ethical dimensions.

The core problem addressed by this survey paper pertains
to the existence and capabilities of Pegasus and analogous
software applications, which possess the potential to
compromise user privacy and security. Pegasus exhibits a
diverse range of capabilities, including keystroke recording,
email transmission, screenshot acquisition, microphone
capture, system data aggregation, and clipboard access, all of
which introduce a spectrum of concerns related to privacy and
security. The central aim of this survey is to gain a
comprehensive understanding of the mechanics and
consequences of Pegasus and similar software, with a clear
emphasis that this inquiry is exclusively for educational and
research purposes.

Key Aspects of the Problem:

1. Understanding Pegasus Functionality: This survey
endeavors to delve into the intricate intricacies of Pegasus,
encompassing its ability to capture keystrokes, acquire
screenshots, intercept emails, record audio, collect system
data, and access clipboard data. A comprehensive
comprehension of these functionalities is essential for
evaluating the potential risks they pose.

2. Implications for Privacy and Security: The capabilities of
Pegasus hold far-reaching implications for user privacy and
data security. By elucidating these implications, the paper
aims to illuminate the inherent risks and vulnerabilities
associated with such software.

3. Ethical and Legal Considerations: Investigating the ethical
and legal dimensions of the development and utilization of
software like Pegasus is a critical aspect of this inquiry. The
paper should offer insights into the ethical and legal
ramifications of creating, distributing, or deploying such
software for malicious purposes.

4. Preventive Measures: The survey should explore preventive
measures and best practices aimed at safeguarding against
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potential misuse of software like Pegasus. This encompasses
steps that individuals and organizations can take to shield
themselves from potential threats.

5. Cybersecurity Awareness: The paper may also contemplate
the significance of promoting cybersecurity awareness,
emphasizing the principles of user privacy, and advocating for
the ethical use of technology. It underscores the imperative
need for a conscientious and ethical approach to software
development and usage.

3. Related Work

In 2011, NSO Group introduced its initial version of the
Pegasus spyware. The company’s declared mission is to
furnish "authorized governments with technology designed to
assist in countering terrorism and criminal activities." NSO
Group has publicly disclosed portions of its contracts,
mandating clients to utilize their products exclusively for
national security and criminal investigations. The company
also asserts that it upholds a preeminent stance on human
rights within the industry.

The history of covert input capturers dates back to the
mid-1970s, originating from the Soviet Union with the
creation of the "Selectric bug," a technology intended to target
typewriters. Since then, these capturers have undergone
substantial evolution, witnessing significant improvements in
efficiency and usability over the past decade. Notably, the
release of Microsoft Windows 8 in 2012 introduced a
challenge due to the inclusion of a touchscreen personal key-
board. In the research paper titled "Touch Interface and Input
Capturing Malware" by S. Moses, the author investigates the
capability of these capturers to capture keystrokes from virtual
keyboards. The work by A. Bhardwaj categorizes these tools
based on execution location and functionalities, distinguishing
between hardware and software-based variants. E. Ladakis
presented a unique approach in 2013 by exploring a graphics
card-based environment for a stealthy input capturer. As
mobile applications gained prominence in banking services, A.
Kuncoro highlighted security threats posed by such tools
targeting mobile apps. Additionally, a study on security
software was conducted, while [8] explored detection
techniques using Graphics Processing Units (GPUs). Novel
detection methods, including Danial Javaheri’s approach
achieving 93 percent accuracy, are proposed. Regular surveys
delve into the data monitoring practices of corporations, and
the increasing usage of HawkEye v9 Capturer was reported by
IBM in 2019, indicating a sustained interest in research related
to these tools. The present paper introduces an advanced
Python-based input-capturing algorithm.[1]
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Prominent Surveillance Programs:

1. RCS Android:

Created by the Milan-based company Hacking Team,
RCS Android stands as a sophisticated Android surveillance
tool tailored for sale to law enforcement and government
entities. Operating under the guise of a news app within the
Play Store, it managed to elude Google’s security screenings
and checks.

2. DROPOUTIJEEFP:

Uncovered as a favored tool within the arsenal of the US
National Security Agency (NSA), DROPOUTJEEP emerged
as the means to compromise Apple iPhones. Its capabilities
encompassed accessing device files, reading SMS texts,
voicemail messages, and more.

3. XKeyscore:

Identified in the training materials of the NSA,
XKeyscore earned the reputation as the agency’s most far-
reaching system for gathering intelligence from the vast
expanse of the Internet. Its exposure came as part of the
comprehensive disclosures made by whistleblower Edward
Snowden.

4. Livestrong:

Exposed as part of WikiLeaks’ renowned Vault7 data
release, Livestrong became known as a potent exploit
harnessed by the US Central Intelligence Agency (CIA). Its
purpose centered on infiltrating devices operating on the
Android 4.4 KitKat system. These well-known surveillance
programs serve to underscore the advanced capabilities and
extensive reach of government and intelligence organizations
in their quest to monitor and gather insights from digital
domains.[2]

In recent current events, the establishment of a panel by
the Supreme Court to investigate allegations of mobile phone
surveillance using the Pegasus spyware has captured attention.

The Pegasus Project, a collaborative journalism initiative,
unveiled that multiple governments exploited the Pegasus
software to surveil individuals like government officials,
journalists, activists, and politicians. Allegedly, the Indian
government employed Pegasus to spy on around 300 people
from 2017 to 2019. Consequently, a case was lodged in the
Supreme Court, accusing the government of indiscriminate
surveillance.

The government’s response was marked by its reluctance
to provide a detailed explanation, citing national security
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concerns. Additionally, the government proposed an internal
investigation, but the court rejected this proposal due to the
need for impartiality.

The Supreme Court’s perspective emphasizes citizens’
right to privacy, and press freedom, and curbing the misuse of
national security as a pretext to withhold information. The
court invoked the Ram Jethmalani v. Union of India case of
2011 to underscore the need for an unbiased approach by the
government when fundamental rights are at stake.

The court outlined seven terms for the investigative
committee, including examining Pegasus procurement and
verifying if petitioners were targeted. The committee was
tasked with suggesting a cyber security framework that
protects citizens’ privacy.

In India’s legal context, privacy is linked to the right to
life and personal liberty under Article 21. While "freedom of
the press" is absent from Article 19, it falls under Article
19(1)(a). The 2017 K.S. Puttaswamy judgment stipulated three
conditions for justifying privacy intrusion: legality, necessity,
and proportionality. In 2018, the Srikrishna Committee
highlighted  concerns  about intelligence
constitutionality post the K.S. Puttaswamy verdict.[3]

agencies’

In July and August 2020, a notable cyberespionage
campaign came to light when government operatives were
found to have utilized NSO Group’s Pegasus spyware to
compromise the personal phones of 36 individuals associated
with Al Jazeera, including journalists, producers, anchors, and
executives. Additionally, the personal phone of a journalist at
London-based Al Araby TV was also targeted.

The compromise of these phones was achieved through
the utilization of an exploit chain referred to as "KISMET,"
which is believed to involve an invisible zero-click exploit
within iMessage. In July 2020, KISMET was recognized as a
zero-day exploit against iOS 13.5.1, which could effectively
compromise iPhones, including the latest iPhone 11 model at
that time. Examination of compromised phone logs suggests
that NSO Group customers were able to deploy KISMET or a
closely related zero-click, zero-day exploit during the period
from October to December 2019.

The investigation into these cyberattacks points to the
involvement of four distinct Pegasus operators. Notably, one
of these operators, MONARCHY, is attributed to Saudi
Arabia, while another, SNEAKY KESTREL, is attributed to
the United Arab Emirates.

It is worth noting that the identified KISMET exploit is
not believed to be effective against iOS 14 and subsequent
versions, which incorporate enhanced security protections.
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Consequently, it is strongly recommended that all owners of

iOS devices promptly update to the latest available version of
the operating system to bolster their security.

Given the global reach of NSO Group’s customer base
and the apparent vulnerability of nearly all iPhone devices
prior to the implementation of iOS 14, it is reasonable to
suspect that the instances of infection observed represent only
a small fraction of the total attacks that may have leveraged
this particular exploit.

The infrastructure employed in these cyberattacks
involved servers located in various countries, including
Germany, France, the UK, and Italy, using cloud service
providers such as Aruba, Choopa, CloudSigma, and
DigitalOcean.

These findings have been shared with Apple, which has
acknowledged the issue and is reportedly investigating the
matter further [4] Amnesty International has unveiled a video
outlining its instrumental role in uncovering the Pegasus
Project spyware scandal. The video showcases how Amnesty
International’s Security Lab played a pivotal part in revealing
forensic evidence linking the data to NSO Group’s Pegasus
surveillance software. Interviews with Amnesty Tech staff
involved in the months-long investigation are featured in the
short film, shedding light on the extensive work conducted
before the story gained global attention in July 2021.

Danna Ingleton, Deputy Director of Amnesty Tech,
emphasized that the Pegasus Project resulted from years of
dedicated investigation into NSO Group’s clandestine Pegasus
software. The video offers insights into the development of
their forensic tools, which exposed the widespread illicit
surveillance and human rights violations, and highlights the
urgent need for industry regulation.

The Pegasus Project, a collaborative effort involving over
80 journalists from 17 media organizations across 10
countries, revealed the extensive use of NSO Group’s Pegasus
spyware in facilitating human rights abuses worldwide. It
disclosed the phone numbers of 50,000 potential surveillance
targets. The project’s impact led to the European Parliament’s
decision to establish a "committee of inquiry" to investigate
Pegasus abuses by European member states. It also triggered
numerous criminal cases against those whose devices were
targeted with spyware, and led to the U.S. Department of
Commerce placing NSO Group on a blocklist due to
"malicious cyber activity." Apple subsequently initiated legal
action against NSO Group to combat state-sponsored spyware,
commending Amnesty Tech and Citizen Lab for their
pioneering efforts in identifying cyber-surveillance abuses.[5]
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India is reportedly seeking alternative spyware providers
to NSO Group’s Pegasus system, which has faced blacklisting
and scrutiny from the US government due to human rights
concerns. Indian defense and intelligence officials are looking
to acquire spyware from other competitors, allocating up to
$120 million for new contracts. The move comes as the
demand for sophisticated spyware remains strong globally,
despite increasing evidence of its misuse by governments. The
Indian government is concerned about the public relations
issues surrounding Pegasus and is looking for less exposed
alternatives to meet its spyware needs.

In a broader context, the US has recently issued an
executive order aimed at controlling the surveillance
technology industry, particularly companies associated with
abuses in other countries. The order aims to remove such
spyware makers from the lucrative US surveillance market.
India’s decision to explore alternatives aligns with the broader
international concern regarding the abuse of spyware
technologies.

India is considering various spyware providers, including
Intellexa, which has ties to the Israeli military and offers a
spyware called Predator. Additionally, Indian officials have
shown interest in several rivals, many of which are linked to
Israeli companies known for advanced spyware development.
The global landscape of spyware is evolving, with countries
seeking alternative options beyond NSO Group’s controversial
Pegasus system.

Please note that while the US and other countries are
taking steps to regulate the spyware industry, its demand and
presence continue to evolve globally, driven by various
factors, including national security considerations.[6]

4. Literature Survey

The Pegasus spyware, developed by NSO Group
Technologies, has become a focal point of interest for
researchers, journalists, and policymakers due to its
remarkable capabilities and the potential for misuse. The
literature on Pegasus spyware encompasses various
dimensions, including its functionality, impact, and
implications for privacy, security, and human rights.

1. Pegasus Functionality and Technical Aspects:

Research in this domain dives into the technical
intricacies of Pegasus, elucidating its infection methods,
exploitation of software vulnerabilities, and evasion
techniques. It explores its mobile device targeting, operating
system infiltration, and maintenance of persistent access to
sensitive information.
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2. Targets and Impact:

The literature records Pegasus targeting specific
individuals, such as journalists, activists, politicians, and
human rights defenders. Researchers have investigated the
consequences of these attacks, emphasizing the compromise
of personal and sensitive data, as well as their impact on free
speech and democratic processes.

3. Legal and Ethical Implications:

Scholars have scrutinized the legal and ethical
dimensions of Pegasus spyware, raising questions about its
compliance with international human rights laws and domestic
legal frameworks. Discussions often revolve around issues of
consent, surveillance oversight, and the responsibilities of
companies involved in developing and selling such
technology.

4. Cybersecurity and Countermeasures:

The literature also explores cybersecurity measures to
detect, prevent, and mitigate Pegasus infections. Studies
discuss the importance of timely software updates, robust
encryption, and awareness campaigns to educate users about
potential threats and phishing attempts associated with
spyware attacks.

5. Policy Responses and Regulation:

Policymakers and experts have proposed regulatory
frameworks to control the proliferation and use of spyware
technologies like Pegasus. Literature in this area discusses
international agreements, export controls, and the role of
governments and tech companies in ensuring accountability
and transparency in the development and use of such tools.

6. Case Studies and Real-World Examples:

Researchers have presented case studies and real-world
examples of Pegasus-related incidents, providing in-depth
analyses of specific attacks and their implications. These
studies shed light on the evolving tactics and strategies
employed by threat actors using Pegasus spyware.

4.1 The Gulf Cooperation Council: A Booming Spyware
Market

The Gulf Cooperation Council (GCC) countries
constitute a significant market for the commercial surveillance
industry. Governments in these nations are known to invest
substantial sums in obtaining specialized services from
surveillance companies, which includes the analysis of
intelligence collected through spyware. The United Arab
Emirates (UAE) reportedly became a client of the NSO Group
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in 2013, marking a significant development for the company.
Subsequently, in 2017, both Saudi Arabia (referred to as
KINGDOM) and Bahrain (referred to as PEARL) also
emerged as customers of the NSO Group. Additionally, Oman
has been reported as another customer of the NSO Group,
while the Israeli Government has imposed restrictions on NSO
Group’s business dealings with Qatar.

4.2 The Attacks

This section details the hacking of two journalists’
phones, Tamer Almisshal and Rania Dridi, as part of a broader
cyber-espionage operation targeting 36 reporters and editors.
Almisshal, an investigative journalist with Al Jazeera, was
targeted on July 19, 2020. His device accessed an NSO Group
Pegasus Installation Server through an apparent Apple server
exploit, following a sudden surge of connections to iCloud
partitions.

Dridi, a journalist at Al Araby TV, encountered at least
six Pegasus attacks between October 2019 and July 2020.
Notably, two attacks on her up-to-date device appear to be
zero-day exploits. The investigation revealed potential
zeroclick exploits and a mysterious gap in communications
between July 17 and 22, 2020.

These incidents underscore the sophisticated nature of
Pegasus attacks and their impact on journalists, often
involving zero-day exploits and unique network behaviors.

4.3 Analysis of Device Logs from a Live Pegasus Infection

Logs from an infected iPhone 11 within Al Jazeera’s
network provided insights into the capabilities of the Pegasus
implant, a surveillance tool. These capabilities encompass
audio recording from the device’s microphone, including both
ambient and encrypted phone call recordings, along with
image capture. Additionally, it appeared the implant could
track the device’s location and access stored passwords and
credentials.

The analysis revealed a process called "launchafd"
communicating with specific IP addresses linked to an
operator named "SNEAKY KESTREL." Notably, the spyware
components on the device were stored in temporary folders,
which did not persist after a device reboot. The parent process
of "launchafd,” known as "rs," had connections to built-in
Apple apps related to iMessage, FaceTime, and the keychain.
The logs indicated the spyware accessed various device
frameworks, enabling functionalities such as audio and camera
recording, location tracking, and more.
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4.4 Turkish CERT vs. NSO Group

In late 2019, the Turkish Government’s Computer
Emergency Response Team (USOM) detected Pegasus attacks
carried out by MONARCHY and SNEAKY KESTREL.
USOM re-sponded by sinkholing the domain names
associated with these attacks. They maintain a list of malicious
links, and Turkish internet service providers redirect users to a
USOM sinkhole if they try to access these links. USOM
exhibited a particular interest in Pegasus, as they added
relevant domain names to their list following reports by
Amnesty. On November 5, 2019, USOM included Pegasus-
related domain names and IP addresses in their list, which
were attributed to Turkey’s Computer Emergency Response
Teams (CERTS). The information used by USOM likely
stemmed from specific infection observations rather than a
broader compromise of NSO Group. The specific targets of
these attacks in Turkey have not been disclosed. Some IP
addresses had been abandoned by NSO Group before
USOM’s sinkholing efforts, suggesting the attacks took place
earlier. Intriguingly, despite being listed by a Turkish CERT in
2019, MONARCHY and SNEAKY KESTREL continued to
use certain domain names until August 2020.

4.5 Discussion: The Spyware Industry is Going Dark

Authoritarian governments exploit commercial spyware
like NSO Group’s products, emboldened by their perceived
secrecy, and increasingly target journalists. The secretive
nature of the spyware industry and its resistance to regulation
make tracking such cases challenging. Historically, spyware
required some user interaction to infect a device, leaving
detectable traces. However, recent trends involve zero-click
infections and advanced anti-forensic capabilities, making
detection more difficult.

The use of zero-click infection techniques poses
technological challenges for identifying cases and
investigating them. Spyware developers can now operate with
greater impunity in the global surveillance marketplace. This
trend, combined with a lack of accountability, facilitates
human rights abuses.

Journalists are increasingly targeted with spyware, with
over fifty publicly known cases, including the recent attacks
on Al Jazeera. The vulnerability of the media industry,
especially independent journalists in authoritarian states,
necessitates increased investment in security and collaboration
with organizations like the Citizen Lab.

While progress is being made in journalist security and
education, there’s a growing need for regulatory and oversight
frameworks to control surveillance technology sales and
transfers. The abuse of zero-click spyware reinforces the
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urgency of a global moratorium on surveillance technology
sales until robust human rights safeguards are established.
This includes strengthening export controls, enacting national
legislation, and imposing due diligence requirements on
spyware developers and brokers.[4]

5. Materials and Methods
Data Collection Strategy:

This survey paper aimed to comprehensively investigate
the multifaceted dimensions of the Pegasus spyware. A
meticulous data collection strategy was implemented to
identify relevant sources. Multiple reputable online databases,
including academic libraries, security research repositories,
and cybersecurity journals, were systematically searched for
publications. The search terms utilized encompassed "Pegasus
spyware,” “cybersecurity threats,” "malicious software,” and
"surveillance tools."

Inclusion and Exclusion Criteria:

The inclusion criteria stipulated that selected sources
must be peer-reviewed publications, reports from well-
regarded cybersecurity organizations, and articles from
credible media outlets. Exclusion criteria were applied to
sources that did not directly pertain to Pegasus or those that
lacked substantial information.

Data Collection and Selection:

Pertinent data were gathered from the identified sources,
including  descriptions of Pegasus’s  functionalities,
documented cases of its deployment, its implications for user
privacy and security, and the associated ethical and legal
considerations. The chosen articles and reports underwent
meticulous examination, and key data points were
meticulously extracted.

Categorization and Synthesis:

The collected data were systematically categorized into
major  thematic  areas, which included "Pegasus
Functionalities,” "Real-world Instances of Pegasus
Deployment,” "Impact on Privacy and Security," and "Ethical
and Legal Implications." Each major theme was further
divided to encompass specific findings and aspects.

Data Analysis:

A comprehensive qualitative content analysis was carried
out to discern recurring patterns, emerging trends, and shared
themes within the literature. This analytical process sought to
distill crucial insights, summarize research outcomes, and
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provide an all-encompassing comprehension of the Pegasus
spyware.

Quality Assessment:

Each source was rigorously assessed for credibility,
relevance to the objectives of this survey, and the soundness of
its methodology. Preference was granted to peer-reviewed
sources, and careful consideration was given to the reliability
of the publishing entity.

Ethical Considerations:

The ethical principles of proper citation and referencing
were meticulously observed throughout this survey. All
sources, be they academic publications, reports, or news
articles, were impeccably cited and referenced to forestall any
issues of plagiarism.

6. Result Collection
6.1 Data collection through Pegasus:
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Fig-1: A diagram sourced from purported NSO Group
Pegasus documentation illustrates the comprehensive scope of
data harvested from a device infected with Pegasus. The
diagram’s origins can be traced back to the Hacking Team
Emails.[7]

6.2 The Pegasus data-collection process:
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6.3 Target Profiles and Occupations:

Who has been targeted by Pegasus?
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6.4 Pegasus Infections by Region:
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Fig-4: A worldwide map displaying the suspected incidents of
NSO Pegasus infections globally. [7]
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Fig-6: The cumulative count of commercial spyware and
digital forensics occurrences detected between 2011 and 2022,
categorized by their respective country of origin. [6]

6.5 Top ten detection categories:

Figure 4: Top ten detection categoriesin 20212°
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6.6 Pegasus servers available over time:
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Figure 8

6.7 What Pegasus can do:

What Pegasus spyware can do

B O B @

SMs WhatsApp ~ iMessage  Unknown
Vulnerability
Seviisnsons It can be installed via ........}
-
Y
gresenseenens fEcan harvest:ssessessessas :
sMs Email Photos &
Videos
Contacts Record WhatsApp ~ Calendar
Callls Chats
Activate Activate GPS Data
Microphone Camera
Source: Pegasus Project [eTe 1]
Figure 9
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7. Generalization
Pegasus Spyware and Its Implications

A comprehensive survey of the literature reveals a
tapestry of insights surrounding the enigmatic world of
Pegasus spyware. This advanced surveillance technology,
produced by NSO Group, continues to captivate the attention
of researchers, policymakers, and cybersecurity experts. Our
analysis of this extensive body of work has allowed us to
distill several overarching themes and implications that
characterize the Pegasus landscape:

1. A World Encompassed by Targeted Surveillance:

Pervading the discourse is the ubiquity of targeted
surveillance orchestrated through Pegasus. Its deployment to
monitor and infiltrate the digital lives of individuals spanning
journalists, activists, politicians, and dissenters resonates as a
global phenomenon. This universal application underscores
the reach and influence of Pegasus as a favored tool for state-
sponsored espionage.

2. The Art of Technical Subtlety:

At the core of Pegasus lies an intricate technological
marvel, its sophistication manifesting in the ability to exploit
software vulnerabilities, elude detection, and maintain
continuous access to compromised devices. The literature
unanimously reverberates with praise for Pegasus’ technical
prowess, positioning it at the vanguard of covert mobile
device infiltration.

3. Ethical and Legal Quandaries:

One of the most recurring themes in the literature pertains
to the ethical and legal dilemmas inherent in Pegasus’ use.
Persistent questions center on the subjects of consent,
surveillance oversight, and adherence to international human
rights statutes. The scholarly conversation underscores a
global awakening to the necessity of balancing the imperative
of national security with the inviolable rights to privacy and
free expression.

4. Adapting to the Shifting Digital Landscape:

Observations in the literature reveal that Pegasus is not a
static entity but a dynamic surveillance tool. It evolves,
adapting to emerging technologies and secure messaging
platforms. This chameleon-like adaptability poses fresh
challenges for individuals and entities seeking to fortify their
defenses against incursions into encrypted communications.
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5. Calls for Regulatory Vigilance:

Pervading the discourse is a collective plea for regulatory
vigilance.  Researchers, governments, and advocates
collectively underscore the need for transparent oversight
mechanisms, export controls, and international agreements
that can effectively govern the development and use of
surveillance technologies. The proactive measures taken by
certain governments, exemplified by the blacklisting of NSO
Group, serve as a poignant illustration of the clarion call for
industry accountability.

6. The Unwavering Demand for Espionage Tools:

Perhaps most striking is the unwavering demand for
sophisticated surveillance technology. Even in the face of
global controversies surrounding Pegasus, it remains apparent
that the appetite for such tools remains robust. India’s quest
for alternative providers underscores the durability of this
market, emphasizing the pivotal role of ethics, oversight, and
accountability in the realm of spyware technology.

In synthesis, the copious literature surrounding Pegasus
spyware offers a panorama of complexity. It underscores the
urgent need to address multifaceted ethical, legal, and privacy
concerns in the sphere of surveillance technology while
simultaneously acknowledging the exigency of robust
regulatory frameworks. This survey of Pegasus-related works
underscores the inescapable need for ongoing research in
comprehending and mitigating the intricate challenges brought
about by sophisticated spyware tools in our digitally evolved
epoch.

8. Case Study Research
Case Study:

Title: The Elusive Pegasus Spyware: A 24-Hour Surveillance
Nightmare

Introduction: Pegasus, the brainchild of Israel’s NSO
Group, represents an unprecedented level of sophistication in
the realm of spyware. This case study delves into the
formidable capabilities of Pegasus, which can infiltrate mobile
devices surreptitiously, collecting sensitive data and turning
the target’s phone into an unrelenting 24-hour surveillance
tool. This study charts the evolutionary journey of Pegasus,
from its early inception to its sophisticated "zero-click" attack
methods, shedding light on the considerable challenges it
poses for detection and countermeasures.

The Evolution of Pegasus:

Pegasus made its first known appearance in 2016, relying
on spear-phishing techniques to infect target devices. These
methods involved tricking unsuspecting users into clicking on
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malicious links embedded in text messages or emails.
However, the NSO Group’s developers didn’t rest on their
laurels. The software’s capabilities soon expanded to
incorporate "zeroclick" attacks. These cutting-edge strategies
exploit "zero-day" wvulnerabilities in operating systems—
hidden flaws that the device’s manufacturer is unaware of, and
hence unable to address. Notably, Pegasus was implicated in a
2019 WhatsApp incident, where a mere incoming call was
enough to install malicious code on the recipient’s phone.

Advancements in Evasion:

Technical experts have made significant strides in
understanding Pegasus and identifying the telltale traces it
leaves behind following a successful infection. Claudio
Guarnieri, who leads Amnesty International’s Berlin-based
Security Lab, has been at the forefront of these developments.
It’s worth noting that NSO’s clients have transitioned from
conspicuous phishing attacks to subtle zero-click incursions.
As a result, targets now have a significantly reduced chance of
detecting these highly covert attacks.

The Evasive Pegasus:

In cases where neither spear-phishing nor zeroclick
tactics succeed, Pegasus can still gain access to the target’s
device. This can be achieved through proximity-based
transmission over a wireless transceiver or, per NSO’s own
materials, manual installation if the agent physically acquires
the target’s phone. Once embedded within the device, Pegasus
gains the ability to extract an extensive array of information,
from SMS messages and contact lists to call history, emails,
and internet browsing activities.

Challenges for Victims:

Pegasus presents an imposing challenge for various
groups, including journalists and human rights defenders, who
are particularly concerned about their digital security. The
software capitalizes on undisclosed vulnerabilities, rendering
even the most vigilant users defenseless against intrusion.
Additionally, it operates within the device’s temporary
memory, leaving minimal traces on the hard drive.
Consequently, a simple device restart erases virtually all signs
of Pegasus’s presence, leaving victims with few effective
countermeasures.

Conclusion:

Pegasus, with its capacity to infiltrate billions of devices
globally, embodies an expanding threat to privacy and
security. Its constant evolution and growing sophistication
demand a coordinated effort from the cybersecurity
community, governments, and technology companies.
Detecting and defending against Pegasus necessitates
innovative and collaborative solutions to safeguard individual
privacy and shield against potential human rights violations.
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9. Data Analysis
9.1 Forensic Analysis:

1. NSO Group’s Pegasus Spyware:

The content introduces NSO Group’s Pegasus spyware,
highlighting its notoriety and the attention it received in 2021.
This sets the stage for a comprehensive analysis of its impact.

2. Targets and Victims:

The content reveals that Pegasus was used to target a
diverse range of individuals and groups, including journalists,
human rights activists, lawyers, and more. This analysis
underscores the wide-reaching consequences of the spyware.

3. Infection Vectors:

Pegasus employs various infection vectors, including
one-click and zero-click attacks. This information emphasizes
the versatility and sophistication of the spyware.

4. 0-Day Exploits:

The content mentions specific 0-day exploits utilized by
NSO Group, such as KISMET and FORCED ENTRY. It also
notes that Apple has patched the wvulnerabilities related to
these exploits. This analysis highlights the continuous arms
race between spyware developers and software providers.

5. FORCEDENTRY Exploit:

A deep dive into the FORCEDENTRY exploit is
provided, including the CVE identifier and technical details.
The Google Project Zero team’s analysis is mentioned,
emphasizing the complexity of this particular exploit.

6. Forensic Analysis:

The content states that a team from LIFARS analyzed a
suspected Pegasus infection. They wused the Mobile
Verification Toolkit and NSO Group Pegasus 10Cs in their
investigation, indicating that this analysis is based on
established tools and indicators of compromise.

7. Data Exfiltration:

The analysis highlights data exfiltration by identifying
specific Pegasus processes and the duration they ran. This
information provides insights into the
collection and transmission.

spyware’s data

8. Daily Reboot Recommendation:

The content concludes by recommending a daily iPhone
reboot as a countermeasure against Pegasus. This highlights
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the ongoing threat posed by spyware and the need for
proactive steps to mitigate risks.

9.2 Pegasus Usage Patterns:
1. Pegasus Spyware Overview:

The Pegasus spyware, created by the Israelbased
cybersecurity company NSO Group, is a surveillance tool used
by governments to target individuals, including activists,
journalists, and politicians. Pegasus can infiltrate smartphones
without any user interaction and gain access to personal data,
such as text messages, photos, emails, and phone call
recordings.

2. Global Impact:

The article highlights multiple instances of Pegasus
infections worldwide, including in Thailand, Spain, India, and
Palestine. It mentions that Pegasus was allegedly used to
target prominent figures, such as political leaders and
journalists.

3. Countermeasures:

Apple has introduced a new Lockdown Mode in its
upcoming software updates to counter Pegasus attacks.
Security researchers have been working on identifying and
addressing Pegasus infections.

4. Government Involvement and Investigations:

The US government has initiated investigations into the
use of Pegasus spyware. The article mentions that even US
intelligence agencies, such as the CIA and FBI, were
reportedly Pegasus customers.

5. NSO Group’s Defense:

NSO Group claims that its software is intended for use by
government intelligence and law enforcement agencies to
combat terrorism and crime. The company has faced criticism
and legal challenges for potential misuse of its software.

6. Consequences and Reactions:

Consequences for NSO Group include being cut off from
US technology products and facing lawsuits from companies
like Apple. The article discusses reactions from governments
and international organizations, with some calling for
investigations and stricter regulations.

7. NSO Group’s Response:

NSO Group acknowledges the potential for misuse of its
software and claims to have rejected sales opportunities due to

www.irjiet.com 657



= International Research Journal of Innovations in Engineering and Technology (IRJIET)

-
//
IRJIET
human rights concerns. The company denies any direct

connection between the list of 50,000 phone numbers and
NSO Group or Pegasus.

8. Detection Tools:

Amnesty International has released the Mobile
Verification Toolkit (MVT) to help individuals detect traces of
Pegasus on their devices.

10. Discussion

In an ever-evolving landscape of cybersecurity and
digital espionage, an array of prospective avenues and points
of interest unfolds in connection to this subject:

Advanced Threat Analysis:

Delving into the intricate technical facets of spyware like
Pegasus and similar tools becomes pivotal. This involves
comprehending their sophisticated functionalities, evasion
mechanisms, and inherent vulnerabilities. Such analysis
empowers cybersecurity experts to devise effective
countermeasures.

Legislation and Regulation:

Given the contentious deployment of spyware for
surveillance and cyber-espionage, there exists a compelling
need to scrutinize and advocate for legislation and
international accords that govern the creation and deployment
of such tools. This encompasses the examination of issues
related to legality, ethical considerations, and the
establishment of international norms.

Ethical Considerations:

A critical facet involves the ethical dimensions of
employing spyware for surveillance and data acquisition. A
thorough exploration of these ethical conundrums can serve as
a compass for the development and utilization of such
technologies, with an unwavering emphasis on safeguarding
individual privacy and human rights.

Privacy and Data Protection:

Spyware instruments, by design, amass copious amounts
of personal and sensitive data. The forthcoming explorations
may entail an assessment of the impact on individuals’ privacy
and data protection rights. These inquiries can potentially lead
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Countermeasures and Defense:

A continuous pursuit involves the enhancement and
refinement of tools and strategies by cybersecurity experts,
aimed at the detection, prevention, and mitigation of spyware-
driven attacks. These research endeavors encompass the
development of anti-spyware utilities and advanced intrusion
detection systems.

International Relations:

The subject matter reverberates with implications for
global diplomacy and international relations. Subsequent
studies can delve into the geopolitical ramifications of state-
backed surveillance and cyber-espionage, while also
examining the responses and counteractions by nations
affected by such activities.

Corporate and Personal Protection:

Given the escalating menace of spyware, enterprises and
individuals alike face the imperative of fortifying the security
of their digital assets and sensitive information. Upcoming
research ventures may encompass the exploration of
innovative methods for safeguarding corporate networks and
personal computing devices.

Public Awareness and Education:

There emerges an exigent necessity for augmenting
public awareness and educational initiatives focused on the
perils posed by spyware. Prospective undertakings include
wide-reaching awareness campaigns and educational programs
aimed at empowering individuals and organizations to shield
themselves from these pernicious threats.

Digital Forensics and Investigations:

The realm of spyware exploration extends into the
domain of digital forensics and investigative procedures.
This entails the formulation of forensic techniques for the
identification and tracking of spyware-driven incursions, as
well as the tracing of their origins.

Emerging Threats:

In light of the ceaseless evolution of technology, new
threats and vulnerabilities are poised to surface. Consequently,
research dedicated to comprehending the next generation of
sophisticated spyware and data capture frameworks becomes

to substantive dialogues on data encryption, secure jngispensable in the quest to stay ahead of the curve in
communication  methods, ~and  bolstered  personal  countering cyber threats.

cybersecurity.
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Al and Machine Learning:

With the escalating utilization of artificial intelligence
(Al) in cyberattacks, the forthcoming scopes of research may
concentrate on how Al and machine learning methodologies
can be harnessed to detect and thwart intricate spywaredriven
offensives.

International Collaboration:

Collaboration across nations and between various
organizations emerges as a cornerstone in the combat against
global cyber threats. This opens the doors to prospective
international initiatives aimed at curtailing cyber-espionage
and fortifying critical infrastructure.

These prospective avenues offer a diverse array of
opportunities encompassing research, policy development, and
technological innovation within the domain of cybersecurity,
digital espionage, and data privacy. The mutable landscape of
cyber threats will continue to define the trajectory of research
and developments in this field.

11. Conclusion

The examination of Pegasus software reveals a complex
landscape in digital surveillance technology. We explore its
origins, functionalities, documented use cases, and ethical and
political dilemmas. Pegasus, initially developed for law
enforcement, has been used to monitor activists, journalists,
and politicians, infringing upon privacy and security.
Concerns arise over the misuse of surveillance technology in
the interconnected digital world. Efforts to investigate and
regulate such software are essential, including sanctions and
legal actions. Continuous research, regulation, and
international collaboration are crucial to balance security and
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privacy rights. We anticipate ongoing efforts to define
parameters for surveillance technology usage, preserving
individual privacy and human rights. This paper underscores
the need for vi ilance and transparency in the digital age to
create a secure and trustworthy digital world.
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