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Abstract - This paper delves into the realm of 

steganography, focusing on the evolution of techniques 

employed to conceal data within digital images. Beginning 

with an exploration of the motivations behind information 

security and the role of cryptography, the paper 

introduces adaptive steganography as a discreet means of 

incorporating private data into a cover medium. The 

discussion then shifts to the three key factors in image 

steganography - resilience, capacity, and imperceptibility - 

forming the foundation of effective data hiding. The spatial 

and frequency domain methods are compared, with 

specific emphasis on the classical Least Significant Bit 

insertion and more advanced adaptive steganography 

techniques. The paper further introduces edge-based 

steganography, highlighting the advantage of 

manipulating edge areas for increased imperceptibility. 

Moving beyond definitions and types, the paper provides a 

comprehensive analysis of notable research works in the 

field, elucidating their objectives, methodologies, results, 

strengths, and limitations. The conclusion reflects on the 

dynamic landscape of steganography, acknowledging both 

achievements and areas for improvement. 
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I. INTRODUCTION 

Any organization's first priority is information protection, 

which is why information security has been the subject of 

much research. Historically, the preferred technique for 

guaranteeing dependable and secure communication has been 

cryptography. On the other hand, malevolent attackers may be 

suspicious of encrypted data. Adaptive steganography [1]. has 

therefore been proposed as a way to solve this issue by 

discreetly incorporating private data into a cover medium 

without drawing undue attention from adversaries. 

Steganography is distinguished from cryptography by its 

concealing characteristic, which makes sure that the hidden 

data is invisible to eavesdroppers. Steganography techniques 

have multiple applications such as digital signatures, 

fingerprinting, access control systems, and covert 

communication [2]. Their ultimate goal is to preserve data 

privacy and prevent unauthorized duplication of intellectual 

property[3]. 

The three main factors for image steganography methods 

are resilience, capacity, and imperceptibility. These factors 

together make up the "magic triangle" that Johnson et al. [4] 

postulated. Peak signal-to-noise ratio (PSNR) is used to 

measure imperceptibility; robustness indicates protection 

against manipulation or eavesdropping; and capacity refers to 

the amount of data hidden in the cover image. The two 

primary kinds of picture encryption methods are spatial 

domain and frequency domain. Secret information is directly 

added to the intensity of the image pixels in the spatial 

domain, as opposed to cover pictures, which are altered in the 

frequency domain and have secret data embedded in the 

transform coefficients [5]. 

Least Significant Bit insertion [6] is a traditional spatial 

domain approach that offers a high payload and minimal 

processing complexity but is not resistant to statistical attacks. 

Techniques in the transform domain, including the Discrete 

Cosine Transform (DCT) [6] and Wavelet Transform (DWT) 

[7], are made to be more resilient to eavesdropper 

manipulation and attacks. One notable example of a hybrid 

technique is adaptive steganography [8], often referred to as 

"Statistics-aware embedding," "Masking," or "Model-Based 

embedding." Using statistical global properties of the cover 

picture, this method finds the best places to incorporate 

LSB/DCT coefficients. It uses an adaptive random selection of 

pixels, frequently omitting smooth or homogeneous colour 

regions. Interestingly, using edge regions to hide the secret 

message improves the stego image's visual appeal. When 

information is buried in edge locations, stego pictures are 

highly imperceptible because human visual systems are less 

sensitive to alterations in edge sites than in smooth areas[9]. 

II. STEGANOGRAPHY DEFINITION AND TYPES AND 

APPLICATIONS 

Steganography is the term for the technique of secret 

communication between a source and a destination. It comes 

from the Greek terms "stegos," which means covered, and 

"grafia," which means writing. Steganography's main goal is 

to covertly insert confidential data into a carrier media such 

that it seems to be the original medium[10]. In the past, 
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steganography methods involved the use of razor heads, wax 

tablets, and invisible ink. Secret messages were written on 

wood and covered with wax in the instance of wax tablets. 

Messages were written with invisible ink, which only showed 

up when the paper heated up[11]. Sometimes masters would 

write messages in code on the scalps of their slaves, which 

they would then mail to the designated recipients as the 

captives' hair came back. When the slave reached its 

destination, the receiver would shave him or her to reveal the 

secret message[12]. 

Germany invented the Microdot technology during 

World War II, which involves embedding photographic data 

into a cover image at a size no larger than a written period. 

The Prisoner's dilemma serves as an example of the basic idea 

of steganography. Knowing the warden is keeping an eye out 

for such activity, two prisoners who are preparing an escape 

speak to each other in secret[3]. 

They conceal their signals inside other objects that appear 

harmless in order to avoid being discovered. Stego picture, 

cover image, secure message, and stego analysis are some of 

the key words used in steganography. The carrier carrying the 

concealed message is called the cover picture; the embedded 

secret message is called the stego image; and the information 

meant to remain private is called the secure message[3]. 

Steganography encompasses various types, each 

contingent on the chosen carrier medium. Optimal choices 

often revolve around carrier mediums with high redundancy. 

Several commonly utilized mediums include as shown in 

Figure (1)[13]: 

 

Figure 1: Steganography According to Medium [14] 

Steganography is a method of concealing data for various 

purposes, primarily to prevent unauthorized access or 

awareness of a message. It finds applications in radio 

monitoring, automatic systems for detecting specific stego 

messages, and modern technologies like web hosting for secret 

information transfer. Medical imaging systems use 

steganography to maintain confidentiality in patient data. 

Fujitsu is developing technology to encode invisible data in 

printed pictures for quick retrieval by mobile phones. Other 

applications include intelligence services, protecting trade 

secrets, government limitations due to criminal use concerns, 

military communication, and corporate espionage. 

Steganography is employed in both business and non-

commercial sectors to hide sensitive information[14]. 

Table (1) provides a comprehensive overview of various 

steganography types, elucidating their distinct characteristics, 

techniques employed, applicable file formats, and inherent 

challenges. Steganography, the art of covert communication, 

manifests through diverse forms such as Image 

Steganography, where data is concealed within pixel 

intensities of digital images. Video Steganography extends 

this concept to multimedia files, utilizing techniques from both 

image and audio steganography. Text Steganography involves 

hiding information within text files using formatting elements 

like tabs and capital letters.Protocol Steganography ventures 

into the realm of network protocols, embedding covert data 

within headers and trailers of network packets. Audio 

Steganography manipulates digital sound, embedding 

information through binary sequence modifications. DNA 

Steganography, a unique frontier, explores embedding data 

within DNA sequences, leveraging their chaotic nature and 

numerical mapping tables. 

Each steganography type poses specific challenges, 

ranging from the limited capacity of text files to the potential 

perceptual distortions in audio steganography. The table aims 

to facilitate a comparative understanding of these 

steganography types, aiding users in selecting the most 

suitable method based on their requirements and 

considerations. 

III. EDGE BASED STEGANOGRAPHY 

Edge-based Steganography makes use of the fact those 

changes in edge areas are harder for the human visual system 

to notice, which helps it stay hidden. When manipulating edge 

regions, there is an advantage over smoother sections inside an 

image: more secret bits can be accommodated[20]. Edges are 

essential for interpreting images because they separate the 

image from its background and define surrounding elements. 

They offer the area, perimeter, and shape of the image, among 

other crucial details. One of the core functions of image 

processing is edge detection, which is the identification of 

distinct variations in intensity between neighboring pixels[21]. 

We refer to the location of such discontinuity as an edge. 

Many methods are used for edge detection and are categorized 

into different groups in the field of image processing as shown 

in Figure (2) [6]. 
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Table 1: Techniques, File Formats, and Challenges 

Steganography 

Type 
Description Techniques File Formats 

Challenges and 

Considerations 

Image 

Steganography 

[15] 

Covert information is embedded 

within digital images using pixel 

intensities. The algorithm, with a 

secret key, produces a stego image. 

Pixel intensities 

manipulation 
JPEG, PNG, BMP, etc. 

Limited to the capacity of 

image space; susceptibility 

to certain attacks; requires 

careful selection of 

embedding locations to 

avoid detection. 

Video 

Steganography 

[13] 

Concealing covert information in 

video files (H.264, Mp4, MPEG, 

AVI). Utilizes techniques from 

image and audio steganography 

due to the multimedia nature of 

videos . 

Techniques from image 

and audio 

steganography; 

manipulation of video 

frames and audio tracks 

H.264, Mp4, MPEG, 

AVI, etc. 

Exploits the vast space in 

video formats; potential for 

blending into the 

continuous stream of 

information; may require 

synchronization between 

video and audio data; 

detection challenges due to 

diverse formats. 

Text 

Steganography 

[16] 

Using capital letters, tabs, and 

white spaces to hide information 

inside a text document. 

Format manipulation 

using tabs, capital 

letters, and white spaces 

Text files 

Limited to text size; 

potential redundancy in text 

data; not widely used due to 

limited capacity and 

redundancy. 

Protocol 

Steganography 

[17] 

Embedding covert information in 

network protocols (IP, TCP, 

ICMP, UDP) within network 

packet headers and trailers. 

Data manipulation 

within network 

protocols; utilization of 

protocol layers 

IP, TCP, ICMP, UDP, 

etc. 

Requires in-depth 

knowledge of network 

protocols; may impact 

network performance; 

potential for detection in 

sophisticated network 

analysis. 

Audio 

Steganography 

[18] 

Embedding covert information in 

digital sound (WAV, AU, MP3) by 

modifying binary sequences. 

Binary sequence 

modification; signal 

noise introduction; 

algorithmic methods 

WAV, AU, MP3, etc. 

Challenges in embedding 

due to sequential 

arrangement of binary in 

sound; diverse techniques 

from simple to advanced; 

potential perceptual 

distortions. 

DNA 

Steganography 

[19] 

Embedding covert information in 

DNA sequences, utilizing the 

chaotic nature of DNA. Numerical 

mapping tables are employed for 

enciphering. 

Utilization of DNA's 

chaotic nature; 

numerical mapping 

tables for enciphering 

DNA sequences 

Limited practical 

applications; challenges in 

DNA manipulation; 

potential ethical 

considerations; advanced 

techniques required for 

effective data hiding. 
 

 

Figure 2: Classification of Edge Detection Techniques 

3.1 Gradient Based Edge Detection 

Gradient-based edge detection methods rely on analyzing the maxima and minima in the first derivative of an image, where 

the gradient is a vector indicating edge strength and direction. This process hinges on identifying changes in pixel intensities, with 
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a set threshold determining which pixels are classified as edges. The gradient magnitude (G(x,y)) is computed as the square root 

of the sum of squared differences in pixel intensities (Δx² + Δy²)½, while the gradient direction (θ(x,y)) is determined using the 

tangent of the ratio of changes in y and x (tan(Δy/Δx)). Notable operators for gradient estimation include the Sobel, Prewitt, and 

Roberts operators[21].  

The Sobel operator utilizes a 3x3 mask for discrete differentiation in horizontal and vertical directions. Prewitt calculates 

edge magnitude and orientation using convolution with different kernels, limited to 8 orientations[22]. Roberts operator computes 

the 2-D spatial gradient, identifying high spatial frequency pixels as edges through specific masks for convolution in horizontal 

and vertical directions. The final step involves applying a threshold to the gradient magnitude, classifying pixels exceeding this 

threshold as edge pixels[23]. 

3.2 Gaussian Based Edge Detection 

Gaussian-based edge detection encompasses two prominent methods: Laplacian of Gaussian (LoG) and Canny Edge 

Detection[24]. 

1. Laplacian of Gaussian (LoG): The Laplace method for edge detection is characterized by its utilization of the second 

derivative and zero crossings to identify edges. However, its sensitivity to noise necessitates the application of Laplacian of 

Gaussian (LoG) for refinement. In this process, the image undergoes initial smoothing through a Gaussian filter to mitigate 

noise effects. Subsequently, the smoothed image is subjected to Laplace application, enhancing the second derivative. The 

final step in edge detection entailsidentifying zero crossings in this enhanced second derivative, aligning with corresponding 

high peaks in the first derivative. This combined approach in LoG effectively addresses noise-related challenges in the edge 

detection process[25]. 

2. Canny Edge Detection:Canny edge detection employs a finite difference approximation of the partial derivative to achieve 

precise edge identification. The process begins with initial image smoothing facilitated by a Gaussian filter, effectively 

minimizing noise interference[26]. Following this, the computation of gradient magnitude and orientation is executed 

through partial derivatives. Subsequent stages in the Canny edge detection method encompass non-maxima suppression and 

the application of threshold techniques. These measures collectively refine and enhance the accuracy of edge detection, 

ensuring the identification of edges in a robust and effective manner[27]. 

IV. ANALYSIS OF STEGANOGRAPHIC TECHNIQUES IN EDGES 

Table (2) provides an insightful overview of three distinct steganography schemes, each employing unique techniques to 

conceal information within digital images. These schemes, namely "Hiding Behind Corners," "Hiding Secret Message in Edges," 

and "High Payload Steganography Mechanism," utilize diverse methodologies, aiming for effective information hiding while 

addressing specific challenges. The table outlines key aspects of each scheme, shedding light on their strengths, weaknesses, and 

the underlying principles driving their implementation. 

Table 2: Steganography Scheme Comparison 

Scheme Introduction Description 

Hiding Behind Corners [28] 

By employing the y (where y=8-x) most significant bits for edge identification, this approach makes 

use of the Filter First concept to choose and detect edge locations for embedding. It is successful at 

concealing information in picture elements like edges and seeks to ensure information retrieval 

without additional data. But it has flaws like vulnerability and information retrieval ease after the 

stego-image is recognized. 

Hiding Secret Message in 

Edges [29] 

With this approach, messages are embedded according to edges found by a Laplacian filter. It 

corrects the imbalance between adjacent pixels and flips grayscale values to guarantee uniformity in 

the D value. Its restrictions include limiting the length of the secret message and only using edge 

detection in non-overlapping windows, which lessens its suspicion by attackers. 

High Payload Steganography 

Mechanism [30] 

In order to enhance embedding positions, this approach uses two edge detectors on the same image 

and combines their results. It separates the image into raster pieces that do not overlap and prioritises 

large payload capacity over image quality. Nevertheless, it has disadvantages such as limiting the use 

of all edge pixels, altering some cover pixels for information storage, and perhaps affecting image 

quality because of block size changes. 
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V. RELATED WORKS 

Table (1) below presents a compilation of notable research papers in the field of steganography, showcasing diverse 

methodologies employed by researchers to achieve effective data hiding. Each entry details the objectives, methods utilized, 

obtained results, strengths, and limitations of the respective approaches. This comprehensive overview provides valuable insights 

into the evolving landscape of steganographic techniques, offering a comparative perspective on the advancements made in the 

field. 

Table 3: Related works analysis 

Researchers Objectives Method Results Strength Points Limitations 

Wu et al., 2005 

[31] 

Histogram analysis 

method 

PVD method; 

Provide high 

embedding capacity 

Range of PSNR 

around 50%, high 

embedding capacity 

Utilizes histogram 

analysis to enhance 

embedding capacity 

PSNR range around 

50% might indicate 

potential perceptual 

distortions; Limited 

comparison metric 

Hempstalk, 

2006 

[28] 

Eliminate the need 

for the original cover 

image in 

Steganography 

Battle Steg method 

combining Hide seek 

and Filter first 

Successful 

Steganalysis using 

WEKA's Support 

Vector Machine 

Filter first showed 

the best performance 

Hide seek method 

open to Laplace 

magnitude count 

Steganalysis 

Motameni et 

al., 2007 

[32] 

Pixel Value 

Differencing (PVD) 

method 

Determine the 

concealed data bit 

size by dividing the 

cover image's 

consecutive pixel 

difference. 

High embedding 

capacity through 

histogram analysis 

offering higher 

embedding capacities 

approach relies on 

pixel differences, 

Parvez & 

Gutub, 2008 

[33] 

Enhance pixel 

indicator technique 

Use a variable 

amount of bits from 

the RGB (chosen 

pixel channel); Boost 

the embedding 

capacity by using the 

pixel value 

difference approach, 

2x2 block division, 

and LSB 

substitution. 

Increased capacity 

compared to method 

Enhanced scheme 

allows for higher 

embedding capacity 

Selection still 

depends on the 

channel, which might 

limit versatility 

Yang et al., 

2008 

[34] 

Adaptive image 

Steganography based 

on LSB and pixel 

value difference 

encrypt 16-pixel 

picture chunks using 

AES; Insert 1-bit 

data using a pseudo-

random number 

generator into a 

randomly selected 

pixel 

Higher PSNR and 

embedding rate 

compared to Wu et 

al.'s method 

Improved concept 

over Wu and Tsai’s 

scheme 

Readjusting required 

if embedding 

changes the level of 

pixel value 

difference 

Puech et al., 

2008 

[35] 

Implement VRAE 

approach for 

reversible data hiding 

Determine the 

concealed data bit 

size by dividing the 

cover image's 

consecutive pixel 

difference. 

VRAE approach with 

AES encryption; 

Increased payloads 

Implementation of 

AES encryption in 

VRAE approach; 

Embedding 1-bit data 

into randomly chosen 

pixels 

Limited to 1-bit data 

embedding; Payloads 

may be restricted 

compared to RRBE 

approaches 

Li et al., 2009 

[36] 

Sobel edge operator 

in R, G, or B 

channels 

Edge identification 

based on intensity 

gradients; choosing 

insertion areas with 

highest intensity 

gradients 

Payload not 

guaranteed to be high 

Utilizes classical 

edge detection 

(Sobel) 

High payload not 

guaranteed 

Chen et al., 

2010 

[37] 

Canny and fuzzy 

edge detection 

Formation of edge 

image using Canny 

and fuzzy 

techniques; LSB 

substitution for data 

insertion 

Unnecessary 

modifications in 

stego image 

Combination of 

Canny and fuzzy 

edge detection 

Unnecessary 

modifications in 

stego image 

Gutub, 2010 Introduce pixel Select one channel Hidden capacity Pixel indicator Hidden capacity 
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[38] indicator technique from RGB; Modify 

data bits up to 2 

LSB; Sequential 

selection criteria 

depends on cover 

image channel bits 

technique provides a 

level of 

sophistication, but its 

sequential selection 

limits the embedding 

capacity 

depends on cover 

image channel bits; 

Sequential selection 

criteria 

Luo et al., 2010 

[39] 

Edge adaptive LSB 

Matching Revisited 

Vertical and 

horizontal edge 

identification through 

pixel divergence; 

LSB matching for 

insertion 

Efficient edge 

identification 

Adaptive LSB 

Matching Revisited 

technique for edge 

identification 

May involve 

unnecessary 

modifications in the 

stego image 

Chen et al., 

2010 

[37] 

High payload 

Steganography using 

hybrid edge detector 

Combining LSB 

technique with fuzzy 

and canny edge 

detection 

High embedding 

capacity and better 

quality stego image 

Resists statistical 

Steganalysis 

Increased chances of 

Steganalysis due to 

image differences 

Yu et al., 2011 

[40] 

Achieve data hiding 

in HDR RGBE 

images 

Conceal messages 

based on 

homogeneous 

representations; 

Limited embedding 

rate in the range of 

0.127–0.145 bpp 

Data hiding without 

distortion; Limited 

embedding rate 

Successful data 

hiding without 

distortion in HDR 

RGBE images; 

Consideration of 

homogeneous 

representations 

Limited embedding 

rate in the range of 

0.127–0.145 bpp 

Liao et al., 

2011 

[41] 

Adaptive LSB 

steganography based 

on PVD 

Use of PVD and LSB 

replacement; 

Inserting more data 

into edge areas than 

smooth areas 

Increased hiding 

capacity in edge 

areas 

Adaptive 

steganographic 

technique based on 

PVD and LSB 

replacement 

May not be optimal 

for all types of 

images 

Hussain & 

Hussain, 2011 

[42] 

Focus on the 

difference of 

boundary pixels in 

cover and stego 

images 

Use of canny edge 

detector and LSB 

technique 

More secure with 

low computational 

overhead 

Identical edges 

maintained through 

threshold updating 

Edge detection and 

threshold updating 

may affect 

computational 

efficiency 

Bassil, 2012 

[43] 

Canny edge location 

for embedding region 

Canny edge location 

for choosing 

embedding region; 

LSB methods for 

hiding 

Lack of properly 

recognized edge 

pixels 

Utilizes Canny edge 

location for selecting 

embedding region; 

LSB methods for 

hiding information 

May not properly 

recognize edge pixels 

Mahajan & 

Kaur, 2012 

[44] 

Propose random 

pixel selection 

Embed hidden bits 

using randomly 

selected pixels; 

Requires stego-key 

for hiding and 

recovering 

Key management 

overhead; 

Synchronization or 

updating phase of 

stego-key is a 

concern 

Random pixel 

selection adds a layer 

of security, but key 

management can be 

challenging 

Key management 

overhead; 

Synchronization 

challenges for stego-

key 

Hussain, 2013 

[45] 

Introduce dark area-

based data hiding 

Identify dark areas, 

use LSB to embed in 

binary image; Label 

objects with 8-pixel 

connectivity schemes 

Increased embedding 

capacity in dark areas 

Utilizes dark areas to 

hide data, increasing 

capacity; 

Incorporates 

connectivity schemes 

for enhanced hiding 

May alter the visual 

perception of dark 

areas; Connectivity 

schemes may limit 

applicability 

Nagaraj et al., 

2013 

[46] 

Improved PVD 

method with 

modulus function 

Embedding based on 

the reminder of 

consecutive pixels 

Better performance 

than Wu and Tsai’s 

and Chang and 

Tseng’s schemes 

Higher PSNR ratio 

and improved edge 

distortion 

Robust against RS 

detection attack 

Yan et al., 2013 

[47] 

Apply elementary 

cellular automata to 

encrypt HDR images 

Encrypt HDR RGBE 

images using 

elementary cellular 

automata 

Encryption using 

elementary cellular 

automata 

Application of 

elementary cellular 

automata for HDR 

image encryption 

Specific to HDR 

RGBE images; May 

require additional 

analysis for 

generalizability 

Ma et al., 2013 

[48] 

Implement RRBE 

approach for 

reversible data hiding 

Reserve room by 

histogram shifting 

before encryption; 

Significantly increase 

payloads 

RRBE approach with 

histogram shifting; 

Increased payloads 

RRBE approach 

allows for higher 

payloads by 

reserving room 

before encryption 

Histogram shifting 

may introduce 

perceptual 

distortions; Payload 

increase may not be 

uniform across all 

images 



International Research Journal of Innovations in Engineering and Technology (IRJIET) 

ISSN (online): 2581-3048 

Volume 8, Issue 1, pp 45-54, January-2024 

https://doi.org/10.47001/IRJIET/2024.801006  

© 2024-2017 IRJIET All Rights Reserved                     www.irjiet.com                                          51                                                                    
 

Singla & 

Juneja, 2014 

[49] 

Adaptive and secure 

steganographic 

algorithm 

PDHist table, 

Candidate table, and 

Takefill adjusting 

Algorithm 

Secure against 

Steganalysis and 

histogram-based 

attacks 

Preserves histogram 

with the help of 

PDHist table 

Performance 

compared with 

previously PVD-

based methods 

Al-Dmour & 

Al-Ani, 2015 

[50] 

Edge detection and 

XOR coding 

Image steganography 

based on edge 

detection and XOR 

coding 

Message hiding in 

spatial or transform 

domain 

Novel technique 

using edge detection 

and XOR coding 

Effectiveness may 

vary depending on 

the image content 

and coding approach 

Lin et al., 2017 

[51] 

Conceal messages 

based on pixel 

luminance 

Partition pixels based 

on luminance; Select 

low luminance pixels 

for greater message 

concealment; 

Embedding rates of 

2.433 to 20.002 bpp 

Greater message 

concealment with 

low luminance pixels 

Partitioning based on 

luminance allows for 

effective message 

concealment; Offers 

a wide range of 

embedding rates 

Specific parameters 

may impact results; 

Larger embedding 

rates may increase 

the risk of 

steganalytic attacks 

Puteaux & 

Puech, 2018 

[52] 

Utilize error 

prediction and 

LOCO-I in JPEG-LS 

for RRAE 

Achieve average 

embedding rate of 

2.46 bpp 

Error prediction and 

LOCO-I in JPEG-LS 

for RRAE 

Successful use of 

error prediction and 

LOCO-I for RRAE 

approach; Achieving 

average embedding 

rate 

Limited to JPEG-LS 

compression 

standard; May not be 

applicable to other 

compression methods 

Gao et al., 2020 

[53] 

Decrease distortion 

in data hiding 

Utilize a two-

dimensional 

prediction-error 

histogram; Provide 

embedding rates 

between 1.202 and 

2.85 bpp 

Decreased distortion; 

Variable embedding 

rates 

Two-dimensional 

prediction-error 

histogram to 

decrease distortion; 

Offers variable 

embedding rates 

Limited to the 

specified embedding 

rates; Distortion 

reduction may still be 

perceptible 

Lan et al., 2022 

[54] 

Carry secret message 

in RGBE images 

Adaptive method 

considering exponent 

channel distribution; 

Embedding rates 

from 7.30 to 9.29 

bpp 

Retains exponent 

channel during 

message concealment 

Adaptive method 

considers exponent 

channel distribution; 

Wide range of 

embedding rates 

Dependent on 

specific parameters; 

Higher embedding 

rates may lead to 

perceptual distortions 

Wang et al., 

2022 

[55] 

Employ block-level 

approach for 

reversible data hiding 

Achieve a maximum 

embedding rate of 

2.5 bpp 

Block-level approach 

for reversible data 

hiding 

Block-level approach 

allows for a high 

maximum 

embedding rate; 

Provides flexibility 

in payload selection 

Maximum 

embedding rate may 

not be achievable in 

all scenarios; Limited 

security evaluation 

Tsai et al., 2022 

[56] 

Employ random 

binary digits to 

encrypt images 

Encryption using 

random binary digits 

Secure encryption 

using random binary 

digits 

Utilization of random 

binary digits for 

image encryption 

May not provide 

advanced 

cryptographic 

features; Security 

evaluation may 

depend on encryption 

algorithm used 

Hsieh & Wang, 

2023 

[57] 

Evaluate EC-MV 

steganalysis using 

WCTCIS algorithm 

Use constructive 

image steganography 

(CIS) approach; 

Resist steganalysis 

attack; Linear ROC 

curve with AUC 

around 0.50 

Resistance to 

steganalysis; Linear 

ROC curve 

Constructive image 

steganography resists 

steganalysis attacks; 

Linear ROC curve 

indicates resilience to 

detection 

AUC around 0.50 

may limit robustness 

against some 

steganalytic attacks; 

Effectiveness may 

vary with different 

datasets 

 

The analysis of the presented steganography research 

works reveals a dynamic landscape of methodologies 

employed to address the complexities of data hiding within 

digital images. Researchers, spanning from Wu et al. in 2005 

to more recent contributions by Wang et al. and Hsieh & 

Wang, have explored a wide array of techniques such as 

histogram analysis, adaptive image steganography, and block-

level approaches. Noteworthy strengths include increased 

embedding capacity, resistance to steganalysis, and distortion 

reduction. However, limitations, such as potential perceptual 

distortions, susceptibility to specific steganalysis methods, and 

challenges in key management or synchronization, highlight 

areas for improvement. The progression from classical edge 

detection methods to the integration of advanced encryption 

and prediction-error histograms reflects an ongoing quest for 

innovation in achieving both robust data hiding and security. 

As the field continues to evolve, these analyses offer valuable 
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insights for researchers seeking to further enhance the 

effectiveness and versatility of steganographic techniques. 

VI. CONCLUSIONS 

In conclusion, this paper offers a thorough exploration of 

steganography techniques, tracing their evolution from 

classical methods to the adaptive approaches of the present. 

The analysis of notable research works provides a panoramic 

view of the field, emphasizing the strengths and limitations of 

diverse methodologies. While advancements have been made 

in terms of increased embedding capacity, resistance to 

steganalysis, and reduced perceptual distortions, challenges 

such as key management and uniform payload increase across 

all images persist. The shift from classical edge detection to 

more sophisticated techniques, incorporating encryption and 

prediction-error histograms, reflects the continuous quest for 

innovation in achieving robust data hiding and heightened 

security. As technology evolves, further research is 

encouraged to address existing limitations and propel 

steganography towards enhanced effectiveness and versatility. 
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