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Abstract - AES is yet one of the prominent cryptographic
algorithms of the 21st century with the reputation of
excellent performance and reliability. AES revolves
around the S-Box, a nonlinear substitutive table that is
essential to attain the level of cryptosecurity. In this paper,
there are several methods discussed as how to increase
AES S-Box functionality with regard to new cryptographic
threats and their effectiveness. We detail the consequences
of raising S-Box length and size, dynamical S-Box
producing, higher nonlinearity, and efficient methods of S-
Box calculation by means of hardware and software.
Furthermore, it explains the issues with these
improvements and how they impact security measures &
relevant computations. Here it is possible to state that
applying all these modern approaches, it is possible to
strengthen the AES S-Box essentially and ensure
compliance with present day demands to cryptographic
solutions.
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I. INTRODUCTION

Penetration to the fact that transmission of information
over public networks is a major worry in modern society is
worthy to be protected. Thus, for providing the solution with
strong end-to-end protection, cryptographic encryption must
be used. Of these techniques, the AES stands out as the most
preferable cryptographic primitive in the current dispensation
[1]. The initial suggestion of AES was known as Rijndael
algorithm, and based on the public surveys conducted by the
NIST it was chosen in October 2000 as a standard for private
key cryptography. Not long after that it was approved by The
Federal Information Processing Standards (FIPS) that has
cemented its usage in secure communication [2].

AES has been subjected to different cryptanalysis attacks
where the main purpose is to determine the flaws of the
algorithm used by this protocol. Most specifically, linear and
differential attacks applied to AES have target the S-Box,
which is essential to create confusion in the process of
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encryption. The S-Box is another nonlinear block that
translates the input data into the output data that are entirely
different from the input data and this increases the complexity
of the encryption result [3].

These attacks of the S-Box have instigated several other
propounded solutions that are meant to enhance the security of
AES. Since linear and differential attacks depend on the
knowledge of S-Box, different approaches have been offered
to eliminate these vices. One of the notable categories of
works is known as the introduction of chaotic maps, which
utilize chaos theory for strengthening the security to a new
level [4]. The other common approach is to use the collection
of S-Boxes known as key-dependent S-Boxes whereby these
S-Boxes vary with the encryption key and this tends to
complicate the tactic for the attackers [5].

Dynamic key-dependent S-Box solutions have become a
characteristic advancement to the moves in cryptographic
security. These solutions alter the S-Box dependent on the
encryption key and therefore provides a different S-Box in
every session making it much more immune to attacks that
would presume a normal S-Box. Despite the evidence which
proved that typically key-dependent S-Box methods execute
slower as compared to key-independent methods, it is realized
that it provides more security to the execution process by
making the process more complex and more difficult to
predict [5].

S-Box is an essential component of each block cipher
and, of course, AES as well. Its main purpose is to provide
non-linearity into the encryption process and it is critical for
excluding both, linear and differential cryptanalysis. The
vulnerability of the S-Box is the key factor which defines the
resistance against the attacks and at the same time the
maximization of the non-linear component and minimum
differential propagation probability defines the strength of the
round function [6]. However, it should be noted that AES S-
Box has been earlier generated by using a fixed irreducible
polynomial and an affine constant; nevertheless, this is quite
flexible and it is possible to create other S-Boxes depending
on the current threats [7].
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Il. ENCRYPTION

A mathematical field in computer science called
encryption plays a crucial role in the conversion of multimedia
data, guaranteeing safe transport and storage. Using a secret
key, raw photos, movies, or audio is transformed into an
incomprehensible format in this procedure. Three categories
exist for encryption techniques, as shown in Figure (1) [8].
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Figure 1: Encryption Method Types [8]
A. Keyless Methods

The encryption transformation function functions without
keys in keyless approaches. The hash function and
pseudorandom number generator are two examples. Text with
variable length is transformed into a fixed-length hash code by
the hash function, and a deterministic but ostensibly random
sequence of bits is generated by the pseudorandom number
generator [9].

B. Single-Key Methods (Symmetric Encryption)

Single-key techniques are symmetric encryption
techniques that use a single key for both encryption and
decryption. This key can be shared by several parties to secure
communication traffic, or it can be known only by one person
to protect stored data. Block cyphers, which operate on data in
blocks, and stream cyphers, which operate on data as a
sequence of bits, are the two types of symmetric algorithms
[10].

C. Two-Key Methods (Asymmetric Encryption)

Asymmetric encryption, or two-key approaches, use two
keys: a private key that is known to just one person and a
public key that is known to many. Key exchange, user
authentication, and digital signatures are just a few of the uses
for asymmetric encryption. To guarantee data integrity and
origin in digital signatures, an asymmetric method computes a
value corresponding to the data. A symmetric key is safely
distributed to several parties through key exchange, and the
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authenticity of a user gaining access to a service or application
is confirmed by user authentication [8].

Traditional algorithms like AES and DES are insufficient
for high-quality encryption due to the particular characteristics
of multimedia data, such as strong correlations and
redundancies, especially in real-time applications. As a result,
several encryption techniques have been put out to protect
multimedia information. These include DNA-based, elliptic
curve-based,  chaotic-based, and  metaheuristic-based
techniques [8].

D. Chaotic-Based Encryption

Because of their erratic behaviors, chaotic maps are
especially useful for security applications. It is difficult for
attackers to predict or replicate the encryption key because of
their sensitivity to initial conditions. With benefits including
ergodicity, sensitivity to beginning conditions, and the
requirement for a large key space, chaotic-based encryption
techniques improve security in applications involving the
encryption of images, videos, and audio[11]. The unique
properties of chaotic maps position them as a potent tool in
diverse security implementations.

Recently, Distributed Network Architecture (DNA)
technology has attracted a lot of interest from a variety of
industries, especially information science and medicine. DNA
has demonstrated the ability to store and transform data into a
variety of genetic codes due to its innate genetic code. With
the use of this technology, biological research simulation
settings have been created. Most significantly, DNA has been
used in encryption to store and secure multimedia data [12].
DNA has many benefits when it comes to encryption, some of
which are its low power consumption, parallel processing
capabilities, and ability to store massive datasets. These
qualities make DNA a potentially useful technology for
encryption applications[13].

Metaheuristic approaches have gained popularity,
especially when high optimization levels are sought. Their
increasing utilization in encryption reflects their effectiveness
in tackling complex problems [14]. Metaheuristic approaches
are used in encryption for two main purposes: first, to generate
numerous encrypted data and choose the best optimized one;
second, to optimize the starting parameters of chaotic maps to
produce effective encryption keys. Based on metaheuristic
techniques, researchers have developed a variety of encryption
techniques while taking into account various factors and
viewpoints.

Cellular automata, renowned for their complexity, have
found wide application in cryptography, particularly in
generating pseudorandom numbers. Their specific rules for
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generating random sequences contribute to their robustness
and efficiency. The parallelism property and straightforward
hardware structure of cellular automata make them especially

suitable for image encryption, rendering them a significant
option for encryption methods [15].

111. ADVANCED ENCRYPTION STANDARD (AES)

The major disadvantage of DES and 3DES is that in
software implementation, they are rather slow. This is the case
of the original DES, or Data Encryption Standard, that was
conceived for mid-1970s hardware and does not efficiently
translate into software code. 3DES, thus making the number of
rounds three times that of DES, is even slower by this virtue.
Another drawback of both DES and 3DES is that both have a
block size of 64 bits; here, a larger block size is more
desirable, although it slightly decreases efficiency. Because of
these constraints, 3DES cannot be used in the long run.
Therefore, in parallel to 3DES, in 1997 NIST invited
proposals for a new encryption standard, the Advanced
Encryption Standard (AES), which is expected not only to be
at least as secure as 3DES but also much more efficient.
NIST’s requirements laid down for AES as, the cipher had to
be a block based and symmetric one with a block size of 128
bits and key size of 128, 192 and 256 bits. To start with,
fifteen algorithms were approved for assessing at the first
level. The first cut down the list to ten algorithms and this was
then further reduced to five algorithms in the second rung. In
November 2001 once the evaluation is done NIST released the
final standard and they opted for Rijndael as the AES
algorithm. Rijndael algorithm was designed by two Belgium’s
scientists namely Dr. Joan Daemen and Dr. Vincent
Rijmen[16].

A. The AES Cipher

The Rijndael proposal for AES stipulated for a cipher for
which the block as well as the key size could be fixed at 128,
192 or 256 bits. Nevertheless, three mentioned key length
options are used within the AES specification while the block
length is fixed at 128 bits. Some of the parameters of AES
change according to the key length. Taking the 128-bit as the
most probable one regarding the current usage of key length,
the plaintext block size is set equal to 128, and encryption may
proceed through 10 rounds. An extension of this is that, when
the key length is 192-bits, the number of rounds becomes 12,
and for 256-bits key length, it rises to 14. But, the size of the
round key remains the same and that is 128 bits in any case of
the two key lengths. The size of the expanded key is
dissimilar; where the key size is the 128 bits, the expanded
key is 176 bytes; for 192 bits, the expanded key is 208 bytes;
and for 256 bits, then the expanded key is 240 bytes[17].
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Rijndael, the algorithm selected for AES, was designed with
several key characteristics in mind: including resistances
against all the known attacks, high velocity and minification
besides the capability of addressing all platforms, and
simplification of the design[18].

The BASE operation AES uses in the encryption and
decryption methods is for block of 128 bid. These blocks are
first put into a new State array Before each of the six steps,
changes are made to the State. To the end of the final stage,
the State array is shifted to an output matrix tentatively called
State out matrix[19].

Also, the disposition of the bytes that is within the
matrix is done in a column major technique. For instance, the
1st four bits which comprise the first nucleolus of the 128-bit
plain text input are shown at the top row of the input matrix,
the next four bits compose the second row, and so on.
Similarly, the first four bytes of the expanded key create an
MSB word that occupies the position in the first column of the
KSA matrix[20].

In contrast to the Feistel structure where a half of the data
block alters a second half and after that the sands are
interchanged, in the AES structure the whole data block is
processed in parallel in each round through substitution and
permutation. This is also true for another AES finalist,
Rijndael, which also does not employ Feistel structure.

The input key is now held in forty-four 32-bit words,
designated wli]. And for every round four different words, 128
bits in total, are used as the round key as shown in the Figure

).

= AES employs four stages in its rounds: a typical life
cycle of a product includes one permutation stage and
three substitution stages.

= Substitute Bytes: Also uses an S-box for the byte-by-byte
substitution of the block.

= ShiftRows: A basic task of permutation, in which one of
the objects is shifted by one position up when combined
with another object in the same group.

= MixColumns: An arithmetic step in which the
information elements are shifted between the GF(28)
representation of the first and second octets, or similarly
for the second and third.

= AddRoundKey: A logical exclusory operation involving
the current block and a part of the expanded key to offer
a new pattern.

The structure of the advanced enrolment system is as
follows: Similar to the encryption process, the decryption also
begins with an AddRoundKey process, followed by the same
sequence of the nine rounds which include all four processes
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each, and the final one which includes only three processes.
The components of the full encryption round are demonstrated
in Figure (2).

In AES, the key is incorporated during the AddRoundKey
process and that is why both AES-encryption and AES-de-
encryption start and end with this process, any other process
on these points cannot provide security because it can be
reversed without the key. Even though the analysed cipher
stage, AddRoundKey is similar to Vernam cipher and is not
secure on its own, the preceding stages, Substitute Bytes,
ShiftRows, and MixColumns provide confusion, diffusion,
and nonlinearity, collectively, in association with the key-
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dependent AddRoundKey stage provide a further boost to
security. Each stage is reversible: The operations of Byte
substitution, shift rows, and Mix columns have their
operational counterparts during decryption and; the Add round
key stage is operationally decrypted by XORing it with the
same round key. The decryption algorithm uses the key in the
exactly the opposite order to that used in the encryption
process and it is not a simple inversion owing to the design of
AES encryption. Such a requirement of the process is
confirmed by the fact that the processes of encryption and
decryption are quite similar. Also, the last level of the
encryption and decryption component contains three steps to
ensure reversibility [21].
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Figure 2: AES Encryption Round

© 2024-2017 IRJIET All Rights Reserved

www.irjiet.com 185



=

-
//
IRJIET
B. Substitute Bytes Transformation

Substitute Bytes Transformation (SBT) is a method of
cryptology where each byte within the block of message is
substituted by another byte according to some particular rule;
usually it follows the algorithm, which is called the
substitution box (S-box). This method is vital in many
encryption techniques including the AES in creation of
confusion and diffusion. Cryptographic hash functions such as
MD5 and SHA-1 also use SBT to provide large change s in
the output for slight change s in the input. Besides encryption,
SBT is employed to scramble the data that should not be seen
by unauthorized persons, for example, code or data stored in a
database [22].

The key subcomponent of SBT is the S-box, which is a
type of lookup table; SBT is the transformation generally
defined to be non-linear, so reversing the operation without
information on the specific S-box involved is not easily done.
In decryption an inverse S-box restores substituted bytes to
their normal state. In AES there is known the SBT process as
the Sub-Bytes step, the aim of which is the substitution of
each byte of AES state matrix by the corresponding byte of the
S-box, receiving a new state matrix for further stages of
encryption [23].

In SBT, non-linearity and complexity is entered which is
mandatory to protect data from linear as well differential
cryptanalysis. Proper deployment of SBT means that the flow
of encryptions and decryption is fast, which is essential for
real-time data. The technique can be used widely ranging from
Cryptographic protocols and systems not only in the case of
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encryption but also in the cases like digital signatures,
authentication etc. Non-linearity in S-boxes is transferred in
such a way that a small change in its input results in a large
change in its output referred to as the avalanche effect besides
the capacity to stand cryptanalytic attacks. The knowledge of
SBT, as well as its use, is mandatory to create effective
cryptographic algorithms and fulfill the requirements of
information protection in the communications and storage
systems [24].

IV. ENHANCE AES BASED ON S-BOX

Improvement of AES based on the S-box implies a set of
approaches to improve the security of the algorithm and its
efficiency. It is realized that applying a larger S-Box can
increase the level of complication but which in turns may raise
the ability to withstand attacks. The Dynamic S-box
generation, in which S-box is changed according to the key
increases the security level when compared to static S-box but
requires more computation[25]. To increase the resistance to
linear and differential attacks, one has to increase nonlinearity
in the S-box, but it should be noted that it is a complex task in
terms of design and verifiability. Improvement of S-box
calculation by using hardware support, or good algorithms
increases efficiency but can come up with increased costs and
dependence on hardware resources. Thus, by including the
advanced cryptographic techniques, the S-box can be made to
be more secure, but this comes with the disadvantage of more
complexity. Employment of updates keeps protection dynamic
but can introduce operational problems if not properly carried
out on regular basis for S-box[26]. Table (1) Describe the
Enhancing methods for AES Based on S-Box.

Table 1: Describe the Enhancing methods for AES Based on S-Box[27][28]

Strategy Description Benefits Challenges
Larger S-box Use a larger permutation of values Incr_eased security;_ enhanced Compatibility issugs; increased
than 256 bytes. resistance to certain attacks. complexity.
Dynamic S-box Generate the S-box dynamically Enhanced security; adaptable Performance overhead; complex
Generation based on encryption parameters. encryption scheme. implementation.

Design the S-box with higher

Improve Nonlinearity nonlinearity,

Stronger resistance to cryptanalysis;
better confusion.

Complex design; verification of
cryptographic strength.

Enhanced Resistance to Modify the S-box to reduce

Improved resistance to differential

Design complexity; balancing

Differential Attacks differential characteristics. attacks. with performance.
Optimized S-box Implement hardware- or software- Increased efficiency; reduced Hardware dependencies; higher
Computation optimized S-box computations. latency. costs.

C;Adt\:)arlzeiic Use advanced methods like modular
p g P arithmetic in different fields.
Techniques

Stronger cryptographic guarantees;
innovative designs.

Complexity; potential
compatibility issues.

Regularly update or refresh the S-box

Periodic S-box Updates based on conditions.

Dynamic protection; enhanced
security against evolving threats.

Implementation complexity;
operational overhead.
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Therefore, by applying of these techniques the S-box in
AES can be improved from the viewpoint of the security and
performance, and it will correspond to modern requirements
for cryptographic tools. For instance, using an S-box of greater
size ensures a more comprehensive permutation of the values,
which makes it possible to raise the vulnerability of the
specific attacks. This expands the permutation and limits the

number of opportunities for the attacker to predict an entity’s
permutation based on the previous values[29].

In Dynamic S-box generation, The S-box is further
extended from the static to the dynamic one by varying the S-
box with each encryption key or IV. Such an approach
guarantees that for each encryption process an S-box is used
and this makes it difficult for the attackers to decode the
encryption since there is no pattern which is repeated. This
scheme inevitably adds computational cost since the creation
of the S-box during encryption is an extra process[27].

Introducing changes which increase nonlinearity of the S-
box helps to improve its immunity to linear and differential
cryptanalysis attacks. The rationale for an S-box to possess a
high amount of nonlinearity is to increase the complexity of
the link between input and output so that further analysis and
attempts at deducing or reverse-engineering the substitution
are much more difficult. This enhances the nonlinearity of the
AES algorithm generally raising the bar on security of the
algorithm[30].

Generally, any enhancement in computation of S-box
considerably enhances the parameters of encryption and
decryption. While hardware designs can take advantage of the
combining of specific circuits for the S-box lookups, better
algorithms for optimized software computations can be
supported on general processors. While these optimizations
may help to decrease latency and increase the throughput,
sometimes these input/output operations come at a cost, in
terms of extra expense and possibly requiring specialized
equipment or software[31].

Cryptography provides a method of constructing an S-
box that is more secure, for example, through use of modular
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arithmetic in different fields or through the use of more
complicated transformations. These techniques offer higher
levels of cryptographic protection and are already enhanced by
new ideas that are less susceptible to the emerging threats.
However, incorporating such techniques increases the cipher’s
structure and could pose some challenges on compatibility
with other systems[32].

Applying updates to the S-box by time intervals or
changes of the key material provides protection against
forthcoming threats. In this way, by periodically replacing it,
the S-box helps to maintain the cipher’s immunity to the kinds
of attacks aimed at fixed cryptographic elements. The
approach needs to be done in a way that patches do not first
create vulnerabilities and that the operating overhead cost is
reasonable[33].

In general, these improvements to the S-box in AES can
offer better protection up to present and future cryptographic
threats and broaden the cipher’s adaptability. When each of
the above strategies is implemented, it enhances flexible
security and performance concerning encryption algorithms.

V. RELATED WORKS

Table (2) provides descriptive details on different studies
carried out so far to improve the encryption of the data with
special emphasis to S-Box design and AES, ECC and other
cryptographic algorithms. There are several studies done in the
literature toward the generation of dynamic S-Boxes, round
based permutations and novel 3D concepts to enhance the
security as well as variability of S-Boxes but these come at the
cost of additional computational complexity. The integration
of AES and ECC has also been proposed to increase the
security of cloud storage whereas the studies which include
ECC and RSA have demonstrated that ECC is more efficient
for the large data size. Other research has emphasized on
speeding up the AES encryption process and improvisation of
diffusion processes with algorithms like DES and IDEA. All
these works together emphasize the continuous work on the
search for the optimal ratio of security, speed, and feasibility
in modern cryptographic systems.

Table 2: Related Works Analysis

Researchers Problem Method Results Strength Points Limitations
Initial S-Box S-Box values selected by Increased securit Complexity in S-
construction with a adding a shifting value Improved S-Box Uty piexity Ir
[34] . . . : L due to dynamic S- Box generation
new irreducible obtained from the cipher variability
; Box process
polynomial key
Rotation for each round, Simple and Additional
Standard S-Box with rotation value Enhanced diffusion | effective method -
[35] : : . . ; : computational
rotation calculated by Xoring all in encryption for increasing
e overhead
values of a round key diffusion
[36] Dynamic S-Box Initial S-Box similar to Higher security Robust dynamic S- Increased
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generation

original, columns and
rows inverted, cipher key
generates dynamic S-Box

through dynamic
S-Box

Box creation,
increased
resistance to
attacks

complexity,
potential
performance
impact

Dynamic S-Box

Variation of affine
transformation constant,

Improved non-

Enhanced non-
linearity, increased

Dependent on key
characteristics,

[37] based on affine X . linearity of the S- o may not always
- using the most non-linear complexity in S- . .
transformation Box . provide uniform
letter of the key Box creation results
Permutation of S-Box Dynamic and Hi
. igh
elements using a swap Increased round-based ;
Round-based S-Box . o - computational cost
[38] ermutation function and a new variability and variation adds an due to frequent S-
P dynamically generated S- | security of S-Box extra layer of quen
A Box permutations
Box security
. Requires precise
New S-Box C alculates permutation Methodical and calculation of
. . indexes between S-Box New S-Box called . .
construction with . systematic permutation
[39] . elements and constructs a Shoxm with .
permutation . approach to new S- indexes, may
. new S-Box (Sbhoxm) enhanced security . .
indexes . : Box creation introduce
using the encryption key :
complexity
. Dynamic S-Box through Innovative 3D Novel 3D approach Potentlally high
3D concept in ; - . . - . computational
[40] encrvotion kevand | rotation obtained with a dynamic S-Box provides a unique complexity. ma
w y random value used in the with enhanced method of dynamic pIeXIty, may
S-Box ; - . require significant
key rotation security S-Box generation -
processing power
Enhancing system . Increased security High
[41] security in cloud SﬁaErﬁi? r;g cEe(i(s:h\;lvrlitE Impr:(e\i:eu(jr;ystem through combined | computational cost
storage g y AES and ECC and time expense
Efficient and
Secure cloud Use of AES, DES, and Enhanceq Qata secure data storage, Compu_tatlonal
[42] . . storage efficiency managed and complexity due to
services Blowfish . - : . .
and integrity expedited data multiple algorithms
access
Higher security for Specific to data
Comparing ECC Study comparing ECC ECC outperforms smaller data sizes exceeding
[43] and RSA for data y and FI)?S Ag RSA for data > 256 | volumes, reduced 256 bits, not
larger than 264 bits bits storage universally
requirements applicable
. Compression, elliptic Basis for Potentially
[44] Hybrid approaches curve authorities, digest development of Supremacy of RS.S complex
for RSS and ECC . . . and ECC analysis . .
and sign hybrid algorithms implementation
Combined -
Secure and private Hybrid cryptosystem- - symmetric and C_:omplexny In
P . d Efficient, powerful, . simultaneously
[45] data security in based solution using AES . divergent . .
. and safe encryption . implementing AES
cloud computing and ECC encryption
. and ECC
enhances security
Efficient and secure I A Systemgtlc .
. Investigation of common Identification of comparison Long encryption
encryption . AT .
[46] aooroach for cryptography methods secure encryption provides insights and decryption
distr?gute d storaqe (AES, ECC, RSA) methods into effective times
9 encryption
Strengthening the
diffusion process in Use of DES, IDEA, and Enhanced diffusion Strgnger Dependency on S-
[47] encryption PRES.ENT algorithms process _encryptlon_due_to boxes for strength
techniques relying on S-boxes improved diffusion
AESasa key Use of AES for Widespread use of Proven Latency caused by
encryption ; . . effectiveness in
[48] ; .| encryption of photos and AES in media . S-box replacement
technique for media . . various
o movies encryption . step
applications applications
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Producing dynamic . Suitable for . . Dep_endenc_y on
S-boxes for a Method for creating encryption High nonlinearity biometric
[49] stronger AES dynamlc S-bc_)xes \_Nlth applications due to increases system technlque for
higher nonlinearity strength encryption and
system speed and strength .
decryption
— Important
Inve_stlgqtlng the Conclusion that consideration of FOCUS. on
nonlinearity effect Study of S-box L nonlinearity may
[6] . L strong nonlinearity avalanche effect
of the S-box in AES nonlinearity effect . overlook other
. prevents hacking for S-box strength s
encryption . critical factors
evaluation
Evaluating the . . May not account
[50] strength of S-boxes Study of the avalanche R(Sal_r;g;rz(i:zﬁnthof Erzrngizllsitonoihe for all variables
based on the effect on S-box strength N9 y affecting S-box
evaluation avalanche effect
avalanche effect strength
Addressing latency Examination of the S-box Identification of S- Crucial step in Latency remains a
[51] in the AES box as the cause of AES, providing challenge despite
. replacement step L - .
algorithm most latency non-linearity its necessity
Improving cloud Complexity in
computing Utilization of symmetric Enhanced Prevention of implementing two-
[52] information and asymmetric information actual data access, | level cryptographic
security with two- encryption (AES and security and client privacy, integrity | methods, potential
level cryptographic ECC) confidence of information impact on
method processing speed

VI. CONCLUSIONS

The optimization of the S-Box that is in the AES is one
of a kind recognized significant step towards addressing new
threats and increasing efficiency. Some of them include;
increased size of the S-Boxes, generation of S-Boxes on the
fly, nonlinearity each with the benefit of improving the level
of protection against cryptanalytic attacks. We have more
permutations with larger S-Boxes as well as genetic S-Box
generation that is dependent on the encryption key to make the
attacks even harder. Higher nonlinearity enhances the
immunity of the S-Box against linear and differential
cryptosystems, but the enhancement of computation
techniques reduces computational complexity. Even with
considerations such as those mentioned above, the
optimizations discussed here are necessary for preserving the
AES’s security against contemporary threats. Further research
should be done to incorporate these enhancements, at the same
time considering computational cost of introduced algorithms
and compatibility of the system that is to be designed.
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