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Abstract - A wireless network is the target of jamming
attacks, which cause an undesired denial of service.
Despite its robustness due to the utilisation of millimetre
wave bands, 5G is susceptible to these attacks. Random
jamming has the ability to disrupt wireless networks and
stop conversations. Traditional jamming detection systems
and solutions try to use fixed-threshold signal evaluation
techniques or software-defined radios. Because of their
relatively rigid behaviour, high false alarm frequency, and
resource-intensive detections, traditional tactics frequently
lose their effectiveness when faced with clever or adaptable
threats. Fixed-threshold approaches are free from the need
to integrate expensive radio frequency hardware and vast
amounts of processing, whilst SDR-based implementations
can only be fixed threshold mechanisms. RSSI, SNR, BER,
and packet loss rate are considered as the detection model
metrics in machine learning-based jamming detection
systems. By responding to the jamming enquiries quickly,
flexibly, and in a hardware- independent manner.

Keywords: Traditional Jamming, Threshold value, Software
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I. INTRODUCTION

5G is expected to be replaced in the near future by the
wireless phone network of the previous generation, which is
expected to grow in size and lower latency. As a result, it is
projected that billions of wireless devices will be online.
Including the current network, 5G is also susceptible to cyber
security threats including jamming and issues with GPS
operation. This leads to cognitive radio transmission, which
exposes these networks to novel attacks such as user
simulation or primary assaults in the spectral record. It is
crucial to do research on how 5G technology affects cyber
security. In an attempt to lower the SNR of authorized users,
Discore interfered with communication by sending wireless
signals that exceed a communication channel.

Reactive, deceptive, random, and continual jammers are
the four general categories of jamming attacks. High-
performance noise transmission that continually obstructs
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attacks. After then, there is a clear strategy that is spread from
channel to channel and keeps going throughout time. There
are occasional issues that don't adhere to a certain channel-
switching scheme. lllegal packets on wireless channels are
used by fraudulent jammers.

Responsive destruction targets just communication
channels and regularly checks the frequency channel status.
Another way to classify interference is as intelligent or
normal. There isn't the usual interruption.

Since the continuously delivered signals all play
simultaneously, normal jammers are unable to identify them.
The signal broadcast patterns of actual users may be swiftly
learned, recognized, and ascertained by intelligent jammers.
To further damage the real transmission, they can next use
their offensive strategies or change the transmission power.

There are several approaches to jamming detection. The
two primary categories of these methods are machine learning
and non-machine learning. Among the parameters and
methods utilized in non-machine learning approaches include
sewer surfing, fuzzy logic, game theory, timing channels,
thresholds, and area mapping of crowded zones. A time series
model was employed in another study to track connection
circumstances and evaluate the state of communication
networks by contrasting them with previous data.

For instance, a technique based on artificial neural
networks may be able to do periodic signal spectral analysis in
addition to more general spectrum reconstruction. This
technique separates jamming signals from narrowband
communications using a combination of modulation and signal
quality assessment. On the other hand, a recognition
framework using machine learning with support vector
machine, adaptive boosting and optimization techniques.
Using metrics such as the raw number of packets (or frames),
busy channel ratios, packets ratios, and maximum idle periods,
they were able to identify jamming attempts based on the
jamming patterns. Most of these approaches require extensive
resources and only provide temporary relief. While detecting a
connection failure is possible, determining the cause of the
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service disruption is often difficult. Moreover, these methods
can have a comparatively higher false alarm rate.

Il. METHODOLOGY

In this research, the identification of jamming assaults is
treated as a classification problem in which the algorithm has
to distinguish between two possible outcomes: either the link
is disrupted by a jammer or it is disrupted for some other
reason.

The justification for using machine learning concepts to
this problem is that they are successful in solving complex
problems quickly and with the least amount of resources.
Carefully choosing pertinent characteristics is essential to
creating a successful machine learning model. Several
characteristics have been used in this study to identify the
presence of jamming assaults. One characteristic alone is not
enough to identify the presence of a jamming assault.
Furthermore, it might be difficult to establish analytical
connections between these metrics and the state of the link. In
order to detect jamming attacks, machine learning is used to
find a direct connection between these four measures.

2.1 Jamming attack model

Jamming attacks target wireless networks' cross-layer as
well as physical layer. Jamming signals, which stop a
transmitter and a receiver channel from communicating, are
necessary under these attacks. When the jamming signals keep
the channel busy for an extended period of time, it creates a
denial of service. It should be clear that training and validating
classification models need robust methods. Even though
selection curve characteristics are sometimes disregarded, they
are crucial to detection approaches in machine learning. This
makes the need for effective and rapid detection techniques
that can more precisely detect jamming activities critical.

2.2 Feature selection

The parameters of faulty packet ratio, clear channel,
packet delivery ratio, and received signal strength evaluation
are used to identify jamming assaults. These four
characteristics were chosen since any communication system
card with a network interface has diagnostic capabilities that
allow these metrics to be estimated. The faulty packet ratio
and the ability to identify jamming attempts are two important
characteristics to practice.

It is the proportion of incorrect packages received. By
examining the frame check sequence of the arriving packets at
the medium access control level, the receivers determine this
faulty packet ratio. The bad packet ratio rises when the
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channel is attacked, but it is very low while the connection is
in good transmission condition.

Every time the receiver successfully gets the right packet,
it returns the acknowledgment packet to the transmitter. The
package. The delivery ratio is quite high when the connection
state is good. is extremely precious, and if the link is attacked,
its worth decreases dramatically. The Clean Path Analysis can
be used to quantify the amount of channel discovered and the
efficiency of its ability to be occupied. If the channel value for
this parameter increases, jamming attacks take place. The
received signal strength, or RSS, gauges the power
surrounding the receiver. It is high if there is no assault, but it
falls if the channel is attacked in any way.

2.3 Machine Learning Algorithms
1. Random Forest

Random Forest is a multi-level classifier that consists of
many decision trees. This is done by having the test data
evaluated by the trees in question based on their feature
attributes. It consists of split nodes and leaves. Each decision
node is a function for classified test data and the branches
represent values which can be predicted by that node. Using
multiple trees reduces the overfitting risk. This mechanism is
responsible for balancing the distribution of data and improves
the performance of the complete model. For random forest
classifier the core settings define how many trees are created,
tree-related characteristics are (the least rankings, splitting
criteria, etc. The Random Forest is a predictor and aggregates
the predictions of the individual trees.

2. Support Vector Machine

The Support Vector Machine constructs a hyperplane for
separating two categories of data. The kernel selected
determines the line that separates these classes. This
framework allows us to use different kernels, such as linear or
radial basis functions.

3. Neural Network

Neural networks are computational models based on
human and animal brains but allowing machines to learn from
data they consume. [It shows] an impressive ability to learn
and solve different problems in various areas such as image
processing, signal processing, and communications. A neural
network is composed of an input layer, one or more hidden
layers, and an output layer. Multiple layers consists of one or
multiple neurons. Neurons have an activation function and
multiple connections to various neurons from layers that flow
out. The neural network training process adjusts this weight to
find the perfect weight, which minimizes the error of the
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predicted function as compared to the actual data set
configuration that was targeted. There are two concepts on
which every neural network rests: feedforward and
backpropagation. Feedforward is the simplest type of artificial
neural network., where information only travels from the input
layer to the output layer via the hidden layers, in one direction.

I11. RESULTS AND DISCUSSIONS

Four different parameters were used as features for
detection of jamming attacks to verify the machine learning
model. Under both a targeted link and secure link scenario,
data was collected via a realistic environment simulation for
each of these parameters. Finally, using cross-validation
methods, the data logs were split into n segments to train and
evaluate the model. To utilize an n-times cross-validation
approach, the data was divided into n samples of
approximately equal size.

We evaluate the performance of these models on the data
set and in this research, we try out algorithms for a range of
folds.

IV. CONCLUSION

5G technology is designed with millimeter wave bands
not to be disrupted by attacks. But it works on frequency
bands lower than 6 GHz causing it vulnerable to interference.
Smart jamming detection systems are a must have for
countering these threats. We have analyzed current methods of
improved identification in this paper. For jamming attack
detection purpose, we explored and tested different machine
learning models. We are extracting features and selected
properties, compiling large data sets used to train, validate and
test random forests, support vector machines and neural
network algorithms. A cross-validation approach will be
employed and a learning curve will be presented to evaluate
the performance of these models with respect to a series of
defined metrics. The results show that it is possible to detect
jamming using Random Forest technology.
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