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Abstract - The rise in digital communication and cloud-

based data sharing has elevated the importance of securing 

multimedia content, particularly images. This study 

introduces a novel image scrambling and encryption 

technique based on M-sequences, aiming to ensure high-

level security during image storage and transmission. The 

proposed method utilizes linear feedback shift registers 

(LFSRs) to generate M-sequences, which are then applied 

to scramble pixel positions and intensities. Additionally, a 

graphical user interface (GUI) is developed to facilitate 

user-friendly encryption and decryption processes. Unlike 

traditional chaotic approaches that are vulnerable to 

cryptanalysis such as chosen-plaintext attacks, the 

proposed system embeds key generation tightly with image 

characteristics, significantly improving resistance against 

modern threats. Simulation results validate the accuracy, 

speed, and robustness of the system, making it a promising 

candidate for secure image applications in cloud 

environments. 
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I. INTRODUCTION 

In today's digital ecosystem, the transmission and storage 

of image data have become an integral part of communication 

in various fields such as cloud computing, surveillance, 

telemedicine, and social media. However, this increasing 

reliance on digital images also raises significant concerns 

regarding privacy and unauthorized access. Images often carry 

sensitive and personal information, which, if intercepted or 

misused, could lead to severe consequences. Therefore, robust 

security mechanisms are essential to protect image data during 

transmission and storage. 

Traditional encryption algorithms like AES (Advanced 

Encryption Standard) and RSA are widely used for securing 

textual data but are often not optimized for image formats due 

to their high redundancy and strong pixel correlation. In 

contrast, image-specific security techniques such as pixel 

scrambling and diffusion offer a more targeted approach by 

directly manipulating pixel values and positions to achieve 

encryption. Previous studies have explored chaotic systems 

like Kent maps and logistic maps for image scrambling due to 

their pseudo-randomness and sensitivity to initial conditions. 

However, many such systems suffer from structural 

weaknesses, especially when the key sequences are 

independent of the image content. This makes them vulnerable 

to various cryptographic attacks, including chosen-plaintext 

and differential attacks. To address these limitations, this 

paper proposes a secure image encryption method that 

combines M-sequence-based scrambling and AES encryption, 

integrated into a Java-based Graphical User Interface (GUI) 

for usability. M-sequences, generated using Linear Feedback 

Shift Registers (LFSRs), offer deterministic pseudo-random 

behaviour with excellent correlation properties, making them 

ideal for pixel permutation. By incorporating AES encryption 

as a second layer, the system ensures both confusion and 

diffusion, enhancing the overall security. 

Additionally, a user-friendly GUI enables users to select 

images, perform encryption and decryption, and view results 

seamlessly. This makes the system suitable for both academic 

research and real-world deployment in cloud platforms, secure 

messaging, and digital archival systems. 

II. LITERATURE REVIEW 

Securing digital images has become increasingly 

important with the rise of cloud storage, online sharing, and 

digital communication. Traditional encryption methods like 

AES and RSA are widely used for text, but are not always 

efficient for image data due to its large size and pixel 

correlation. 

To address this, researchers have proposed various 

image-specific techniques, such as pixel scrambling and 

diffusion using chaotic systems like logistic and Kent maps. 

These systems are valued for their randomness, but often face 

vulnerabilities when the key is independent of the image, 

making them prone to chosen-plaintext attacks. 
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To improve reliability, some methods have introduced 

bit-level scrambling, S-box transformations, and DNA-based 

encoding. However, these enhancements can increase 

complexity without fully eliminating weaknesses. 

Recently, M-sequences, generated using Linear Feedback 

Shift Registers (LFSRs), have gained attention for image 

scrambling due to their deterministic yet pseudo-random 

nature. Their strong autocorrelation and reproducibility make 

them suitable for secure and fast scrambling. 

Combining M-sequence scrambling with AES encryption 

provides an effective hybrid approach—where scrambling 

disrupts the structure and AES ensures strong data protection. 

Integrating this into a Java-based GUI further enhances 

usability for non-technical users. This work builds upon these 

concepts, proposing a lightweight, efficient, and user-friendly 

image encryption system. 

III. METHODOLOGY 

The proposed image encryption method is designed to 

enhance the security of grayscale images by combining two 

powerful techniques: pixel-level scrambling using Maximum-

Length Sequences (M-sequences) and AES-based encryption 

for content protection. The methodology is executed in two 

primary phases: scrambling and encryption, followed by 

decryption and descrambling. 

3.1 Pixel-Level Scrambling using M-Sequences 

M-sequences are generated using Linear Feedback Shift 

Registers (LFSRs), offering pseudo-randomness and long 

periodicity with minimal implementation complexity. 

Let A be the input grayscale image of size m×n. The 

image is flattened into a 1D array: 

P {Pl,P2, ...,PN},     where N = m x n 

Step 1: M-sequence Generation 

Using an LFSR with a predefined polynomial and seed 

value, generate a sequence 

M = {ml, m2, ..., mN} of pseudo-random numbers. 

Step 2: Index Mapping 

To derive the pixel permutation, sort the M-sequence and 

retrieve the permutation indices: 

T = argsort(M) 

Step 3: Apply Pixel Scrambling 

Each pixel is rearranged according to the permutation index: 

P′(i)=P(T(i) )for i =1,2,...,N 

Reshape P′P'P′ back to a 2D matrix A′A'A′ to obtain the 

scrambled image. 

3.2 AES Encryption 

After scrambling, the image is encrypted using the 

Advanced Encryption Standard (AES) to enhance its 

confidentiality. 

Step 1: Byte Conversion 

Convert the scrambled image matrix A′ into a byte array 

B. 

Step 2: AES Key and IV Setup 

Generate a 128-bit secret key K and an initialization 

vector IV for AES encryption in CBC (Cipher Block 

Chaining) mode. 

Step 3: AES Encryption 

Encrypt the byte stream: 

C=AES_Encrypt(B,K,IV) 

The output C represents the final encrypted data, ready for 

secure storage or transmission. 

3.3 Decryption and Descrambling Process 

The original image can be recovered by applying the 

inverse of the encryption and scrambling operations. 

Step 1: AES Decryption 

Decrypt the encrypted stream using the same AES key 

and IV: 

B′=AES_Decrypt(C,K,IV) 

Convert B′ into a 2D scrambled image matrix A′. 

Step 2: Regenerate M-sequence 

Using the same LFSR polynomial and seed, generate the 

identical M-sequence M and compute the same index vector T. 

Step 3: Apply Inverse Scrambling 

Initialize a blank array P. Reverse the scrambling by 

placing each pixel in its original position: 

P(T(i)  =  P′(i)     for  i= 1,2,...,N 
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Reshape P to a 2D image matrix to obtain the decrypted 

original image A. 

This two-phase methodology ensures a strong 

combination of permutation-based obfuscation and 

symmetric-key encryption, offering high resistance to 

cryptanalysis such as brute-force and differential attacks. 

IV. EXPERIMENTALSIMULATION 

To evaluate the effectiveness of the proposed encryption 

technique, a series of simulations were conducted using 

standard grayscale images. The methodology combines pixel-

level scrambling using M-sequences and AES encryption to 

ensure strong image security. The experiments were designed 

to test visual quality, encryption-decryption accuracy, 

statistical robustness, and time efficiency. 

4.1 Simulation Setup 

The following parameters and system configuration were 

used: 

 Test Images: 

o Cameraman (256 × 256) 

o Peppers (384 × 512) 

o Lena (512 × 512) 

o Baboon (512 × 512) 

 Environment: 

o Programming Language: Java (JDK 17) 

o Encryption Algorithm: AES (CBC Mode, 128-bit 

key) 

o Scrambling Technique: M-sequence generated by 

LFSR 

o System Specs: Intel Core i5, 8GB RAM, Windows 

11 

The original grayscale images were scrambled using the 

generated M-sequence and then encrypted using AES. The 

encrypted data was decrypted, and the inverse M-sequence 

was applied to recover the original image. 

4.2 Visual Results 

The visual outcomes confirmed that the encrypted images 

appeared completely unrecognizable, effectively hiding all 

visible features of the original images. After decryption and 

reverse scrambling, the reconstructed images were identical to 

the originals, validating the correctness and lossless nature of 

the encryption-decryption process. 

 

Figure 1: Encryption and Decryption Results 

(a) Encrypted ―Cameraman‖ image 

(b) Decrypted image of (a) — perfectly restored 

(c) Encrypted ―Peppers‖ image 

(d) Decrypted image of (c) — perfectly restored 

4.3 Statistical Analysis 

To evaluate the encryption quality, statistical measures 

were calculated including entropy, NPCR (Number of Pixels 

Change Rate), and UACI (Unified Average Changing 

Intensity). Higher entropy and NPCR values indicate stronger 

encryption performance. 

Table 1: Statistical Measures of Encrypted Images Using M-Sequence 

and AES 

Image Entropy NPCR (%) UACI (%) 

Cameraman 7.99 99.61 33.54 

Peppers 7.97 99.58 33.71 

 

 Entropy close to 8 shows high randomness in the 

encrypted image. 

 NPCR > 99.6% ensures strong resistance to differential 

attacks. 

 UACI ~33% confirms effective intensity variation after 

encryption. 

4.4 Execution Time Analysis 

The proposed algorithm is computationally efficient, 

making it suitable for real-time applications. The following 

table shows average encryption and decryption times for the 

test images. 

Table 2: Encryption and Decryption Time Analysis 

Image 
Encryption 

Time(s) 

Decryption 

Time(s) 

Cameraman 0.034 0.045 

peppers 0.078 0.089 
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The results demonstrate that the encryption and 

decryption processes complete in a fraction of a second, 

confirming the system's practicality. 

V. CONCLUSION 

This paper presented a secure image encryption method 

combining M-sequence-based scrambling and AES 

encryption. The approach effectively hides image content and 

provides strong resistance against cryptographic attacks while 

maintaining low processing time. Simulation results confirmed 

high entropy, strong differential attack resistance, and 

successful image recovery. This method offers a practical and 

efficient solution for secure image transmission and storage. 
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