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Abstract - Traditional on-premise inventory management
systems have long struggled with scalability bottlenecks,
high infrastructure maintenance costs, siloed data
repositories, and the inability to support distributed,
multi-warehouse operations in real time. The digital
transformation wave driven by cloud computing, Internet
of Things (10T), and Artificial Intelligence (Al) presents a
compelling opportunity to re-architect inventory
management from the ground up. This paper presents the
design, implementation, and evaluation of a
comprehensive Cloud-Based Inventory Management
System (CBIMS) built on a microservices architecture
deployed across a multi-region cloud infrastructure
(Amazon Web Services). CBIMS integrates seven core
functional modules: real-time stock tracking via 1oT RFID
and barcode sensors, demand forecasting using LSTM-
based time-series models, automated procurement
workflows with vendor portal integration, multi-
warehouse location management, role-based access control
with full audit trails, a RESTful APl gateway for ERP
integration, and an interactive analytics dashboard with
drill-down reporting. The system is implemented using a
React.js frontend, Node.js/Express.js microservices
backend, PostgreSQL and Redis for persistent and cache
storage respectively, Apache Kafka for event streaming,
and deployed on AWS using ECS Fargate with auto-
scaling policies. Security is enforced through OAuth 2.0 /
JWT authentication, AES-256 data encryption at rest, and
TLS 1.3 in transit. Evaluation results demonstrate 99.97%
system availability across a six-month pilot, sub-200 ms
API response at 1,000 concurrent users, a 34.7% reduction
in stockout incidents, a 28.3% reduction in excess
inventory carrying costs, and a System Usability Scale
(SUS) score of 86.4, classifying CBIMS as an Excellent
system. The proposed architecture provides a replicable
blueprint for cloud-native inventory transformation in
small-to-medium enterprises (SMEs) and educational
institutions.
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I. INTRODUCTION

Inventory management lies at the operational heart of
every commercial enterprise. Whether a pharmaceutical
distributor tracking drug batches across hospital networks, a
retail chain balancing stock across two hundred stores, or a
manufacturing unit orchestrating raw material flows across
supplier tiers, the ability to know — in real time — what is
available, where it is located, when it will be depleted, and
how much it costs to carry, is a decisive competitive
differentiator. The global inventory management software
market, valued at USD 3.2 billion in 2023, is projected to
grow at a compound annual growth rate (CAGR) of 9.6%
through 2030, driven primarily by the migration from on-
premise legacy systems to cloud-native architectures [1].

Traditional inventory  systems, predominantly
implemented as monolithic desktop applications or on-premise
ERP modules, suffer from four structural limitations. First,
scalability: as transaction volumes grow, on-premise hardware
must be over-provisioned to handle peak loads, leading to
resource wastage of 60-80% during off-peak periods [2].
Second, accessibility: data is locked on local servers,
preventing real-time visibility for remote teams, field staff,
and partners. Third, integration: proprietary data formats and
closed APIs make cross-system integration costly and fragile.
Fourth, resilience: a single hardware failure can result in
system-wide downtime, with recovery times measured in
hours or days rather than seconds.

Cloud computing, through its fundamental characteristics
of on-demand self-service, broad network access, resource
pooling, rapid elasticity, and measured service [3], directly
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addresses all four limitations. Inventory systems built on cloud
infrastructure can scale horizontally within seconds, provide
browser and mobile access from any device, expose
standardised REST APIs for seamless integration, and
leverage multi-region redundancy for near-zero recovery time
objectives (RTOs). The convergence of cloud computing with
loT-based physical tracking (RFID, barcodes, QR codes), Al-
driven demand forecasting, and event-driven microservices
architectures creates an opportunity to build inventory
management systems that are not merely digital replacements
for paper processes, but fundamentally intelligent operational
platforms.

This paper presents the design, implementation, and
empirical evaluation of a Cloud-Based Inventory Management
System (CBIMS) addressing the specific operational
challenges of the Indian SME context — characterised by
multi-location operations, diverse supplier networks, labour-
intensive manual processes, and limited IT budgets. The
primary contributions of this work are:

= A complete cloud-native microservices architecture for
inventory management covering seven functional
domains:  stock tracking, demand forecasting,
procurement, warehouse management, access control,
API integration, and analytics.

= An LSTM-based demand forecasting module that
reduces stockout incidents by 34.7% and excess
inventory costs by 28.3% compared to historical moving-
average baselines, evaluated on 18 months of real
transaction data.

= An loT integration layer supporting RFID, barcode, and
QR-code events via Apache Kafka event streams with
end-to-end processing latency under 120 ms.

= A detailed security architecture implementing OAuth 2.0
/ JWT, AES-256 at-rest encryption, TLS 1.3, row-level
RBAC, and full immutable audit trails.

= A six-month pilot evaluation demonstrating 99.97%
availability, sub-200 ms P95 API response at 1,000
concurrent users, and SUS score of 86.4.

Il. LITERATURE REVIEW
A. Evolution of Inventory Management Systems

The history of inventory management systems spans
three technological generations. The first generation, emerging
in the 1960s and 1970s, consisted of batch-processing
mainframe programs implementing Economic Order Quantity
(EOQ) and Material Requirements Planning (MRP)
algorithms. These systems operated on periodic review cycles
(weekly or monthly) and provided no real-time visibility. The
second generation, from the 1980s through the 2000s, saw the
rise of client-server ERP systems — SAP R/3, Oracle E-
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Business Suite, Microsoft Dynamics — that centralised
inventory data but introduced massive implementation costs
(USD 2-50M for enterprise deployments) and inflexible
monolithic architectures that resisted customisation [4].

The third generation, beginning in the early 2010s, is
characterised by cloud-native, API-first inventory platforms.
Pioneered by software-as-a-service (SaaS) vendors such as
Unleashed, Cin7, Fishbowl, and inFlow, these systems
leveraged multi-tenant cloud architectures to deliver
enterprise-grade functionality at SME-accessible price points.
However, most current SaaS inventory solutions remain
generic and lack wvertical-specific Al capabilities, 10T
integration, and the architectural transparency required for
academic or government deployment contexts.

B. Cloud Computing in Enterprise Applications

Armbrust et al. [3] in their seminal 2010 paper identified
cloud computing as representing a fundamental shift from
capital expenditure to operational expenditure in enterprise IT,
enabling businesses to scale infrastructure precisely to
demand. Their analysis of the economic case for cloud
migration demonstrated cost reductions of 5-10x for
elastically-demanded workloads — a category that inventory
management clearly belongs to, given the seasonal and
promotional demand spikes that characterise retail and
distribution operations.

Mell and Grance [5], in the NIST definition of cloud
computing, formalised three service models (laaS, PaaS,
SaaS) and four deployment models (public, private, hybrid,
community). For inventory management, hybrid deployment
is increasingly dominant: transaction data resides in private
cloud (regulatory compliance), while compute-intensive
forecasting and analytics run on public cloud (cost efficiency).
CBIMS implements this hybrid model for sensitive inventory
data classification.

A 2022 Gartner survey of 400 supply chain executives
found that 78% of organisations had deployed or were actively
piloting cloud-based supply chain software, with inventory
management identified as the highest-priority module for
cloud migration [6]. The primary drivers cited were: real-time
visibility (89%), cost reduction (76%), mobile accessibility
(71%), and analytics capabilities (68%).

C. 10T in Inventory and Warehouse Management

Internet of Things integration has transformed physical
inventory tracking from a periodic, labour-intensive activity
into a continuous, automated data stream. Wamba et al. [7]
demonstrated in a controlled study across five warehouses that
RFID-based inventory tracking reduced cycle count time by
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83% and improved inventory accuracy from 74% to 99.3%
compared to manual barcode scanning. The improvement in
accuracy directly translates to reduced safety stock
requirements and lower carrying costs.

Zheng et al. [8] proposed an loT-based smart warehouse
architecture using a combination of passive UHF RFID tags
(read range 5-10 m), active BLE beacons for real-time asset
location, and edge computing gateways to pre-process sensor
events before cloud transmission. Their evaluation
demonstrated end-to-end event processing latency of 85 ms —
well within the 500 ms threshold identified as the maximum
acceptable delay for inventory update visibility in picker-
directed warehousing operations.

D. Al and Machine Learning for Demand Forecasting

Demand forecasting is the single most
application of Al in inventory management, directly
determining reorder points, safety stock levels, and
procurement quantities. Traditional time-series methods —
ARIMA, exponential smoothing, Holt-Winters seasonal
decomposition — perform adequately for stationary, linearly-
trended demand but struggle with the non-linear, multi-
seasonal, promotional-spike-affected demand patterns that
characterise most real-world retail data.

impactful

Hochreiter and Schmidhuber's Long Short-Term Memory
(LSTM) networks [9], later extended by Gers et al. with
peephole  connections, have demonstrated  superior
performance on inventory forecasting tasks. A landmark study
by Amazon [10] comparing 23 forecasting algorithms on 2.4
million time series (DeepAR vs classical methods) found that
LSTM-based models outperformed ARIMA by 27% on Mean
Absolute Percentage Error (MAPE) and reduced stockout rates
by 19% in A/B test deployment. Salinas et al. [11] introduced
DeepAR, a probabilistic recurrent neural network for time-
series forecasting that generates full predictive distributions
rather than point estimates — providing uncertainty
quantification critical for safety stock calculation.

Recent work by Gao et al. [12] applied Transformer
architectures (originally designed for NLP) to inventory
demand forecasting, reporting 31% MAPE improvement over
LSTM baselines on datasets with long-range seasonal
dependencies (e.g., annual holiday cycles). CBIMS
implements a bi-directional LSTM with attention mechanism
for its forecasting module, representing a practical middle
ground between implementation complexity and forecasting
accuracy.
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E. Microservices and Event-Driven Architecture

Newman [13] defines microservices as a software
architectural style that structures an application as a collection
of small, independently deployable services, each modelling a
specific business capability and communicating over
lightweight protocols (typically HTTP REST or message
gueues). For inventory management, the microservices
decomposition aligns naturally with functional boundaries:
Stock Service, Order Service, Supplier Service, Warehouse
Service, Notification Service, Analytics Service, and Auth
Service can each evolve, scale, and be deployed
independently.

Event-driven architecture (EDA) using message brokers
such as Apache Kafka [14] or RabbitMQ complements
microservices by decoupling producers and consumers of
inventory events. When a goods receipt event occurs at a
warehouse, it triggers a cascade: the Stock Service updates
available quantities, the Analytics Service records the
transaction, the Order Service may close an open purchase
order, and the Notification Service may alert a planner — all
asynchronously, without the Stock Service needing to know
about its downstream consumers. This decoupling is essential
for achieving the high availability and fault isolation required
in production inventory systems.

F. Security in Cloud-Based Systems

Subashini and Kavitha [15] categorised cloud security
threats into seven domains: data breaches, data loss, account
hijacking, insecure APIs, denial of service, malicious insiders,
and shared technology vulnerabilities. For inventory
management systems, the most consequential threats are data
breaches (competitor intelligence on stock levels, supplier
pricing, and sales velocity) and insider threats (fraudulent
stock adjustments, ghost supplier creation). CBIMS addresses
both through a combination of OAuth 2.0 / JWT for
authentication, row-level RBAC for authorisation, and an
immutable audit trail for forensic accountability.

G. Research Gap

Surveying 47 papers on cloud inventory systems
published between 2018 and 2025, we identify the following
persistent gaps: (1) fewer than 12% implement probabilistic
demand forecasting with uncertainty quantification; (2) fewer
than 8% provide a complete, evaluated 10T integration layer
with real-time Kafka event processing; (3) fewer than 5%
report six-month or longer pilot evaluation with measured
operational KPIl improvements; (4) none specifically address
the Indian SME operational context with multi-warehouse,
multi-currency, and Goods and Services Tax (GST)
compliance requirements. CBIMS addresses all four gaps.
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I11. PROBLEM STATEMENT AND OBJECTIVES

The operational challenges motivating CBIMS were
identified through structured interviews with 12 SME owners
and 28 warehouse staff across manufacturing, retail, and
distribution sectors in Vidarbha, Maharashtra. The following
nine pain points emerged consistently:

1. Manual Stock Counting: Physical inventory counts are
conducted monthly, leading to perpetual inventory
records that diverge from actual stock by 15-40%
between count cycles.

2. Stockout and Overstock Cycles: Without predictive
demand analytics, managers oscillate between stockout
(lost sales) and overstock (excess carrying cost)
conditions, with no systematic approach to balancing
service levels against inventory investment.

3. Supplier Lead Time Uncertainty: Purchase orders are
placed manually based on experience, without systematic
tracking of supplier lead times, quality rejection rates, or
on-time delivery performance.

4. Multi-Location Blind Spots: Businesses operating across
2-5 locations maintain separate Excel files per location,
with no consolidated real-time view of total enterprise
stock.

5. Paper-Based Goods Receipt: Goods receipts are recorded
on paper and transcribed to spreadsheets with 24—72 hour
delays, creating a gap between physical receipt and
accounting recognition.

6. Theft and Shrinkage: Without digital movement
recording, inventory shrinkage (theft, spoilage,
administrative errors) is detected only at the next count
cycle.

7. Regulatory Non-Compliance: GST-compliant inventory
valuation (FIFO, weighted average cost) is computed
manually in spreadsheets, introducing computation errors
and audit risk.

8. No Mobile Access: Field staff and remote managers
cannot check stock availability, place purchase orders, or
approve goods receipts from mobile devices.

9. Reporting Lag: Business intelligence reports are
produced manually in Excel by a dedicated staff
member, taking 2—4 days from month-end close, too late
to influence operational decisions.

The primary objectives of CBIMS are: (O1) provide real-
time stock visibility across all locations via a single cloud-
hosted interface; (02) reduce stockout incidents by > 25%
through Al-driven demand forecasting and automated reorder
triggers; (O3) reduce inventory carrying costs by > 20%
through improved forecast accuracy and safety stock
optimisation; (O4) automate goods receipt via 10T sensor
events, eliminating manual transcription delays; (O5) provide
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mobile-accessible dashboards for remote managers; (O6)
generate automated GST-compliant inventory valuation
reports; and (O7) achieve 99.9% system availability with P95
API response under 300 ms.

IV.SYSTEM ARCHITECTURE
A. Architectural Philosophy

CBIMS adopts a cloud-native microservices architecture
guided by the twelve-factor application methodology [16] and
the reactive systems manifesto principles of responsiveness,
resilience, elasticity, and message-driven communication.
Each microservice owns its data store (database per service
pattern), exposes a well-defined REST API, and
communicates with peer services exclusively through Apache
Kafka event topics — never through shared database tables or
direct inter-service HTTP calls. This strict separation of
concerns allows each service to be independently scaled,
updated, and replaced without system-wide deployment
coordination.

B. Microservices Decomposition

CBIMS decomposes into eight microservices, each
aligned with a bounded context from Domain-Driven Design
(DDD): (1) Auth Service — identity management, JWT
issuance, OAuth 2.0 / social login; (2) Inventory Service —
the core service managing SKUs, stock levels, location
assignments, lot/batch  tracking, and serial number
management; (3) Order Service — purchase orders, sales
orders, inter-warehouse transfer orders, and goods
receipt/dispatch confirmations; (4) Supplier Service — vendor
master data, performance scorecards, lead time statistics, and
portal integration; (5) Warehouse Service — location
hierarchy (zone, aisle, rack, bin), putaway rules, and pick path
optimisation; (6) Forecast Service — LSTM-based demand
forecasting, safety stock calculation, and reorder point
automation; (7) Analytics Service — event-sourced
transaction ledger, KPI computation, and report generation;
(8) Notification Service — multi-channel alerting (email,
SMS, in-app, WhatsApp) for reorder triggers, goods receipt
confirmations, and exception alerts.

C. Data Architecture

Each microservice owns a dedicated data store selected to
match its access pattern. The Inventory and Order Services use
PostgreSQL 15 for ACID-compliant transactional consistency
with row-level locking for concurrent stock updates. The Auth
Service uses PostgreSQL with pgcrypto for password hashing
(bcrypt, cost factor 12). The Forecast Service uses a dedicated
time-series database (TimescaleDB — a PostgreSQL
extension) to efficiently store and query multi-year demand
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history by SKU. The Analytics Service uses an Amazon S3
data lake with Apache Parquet format for append-only event
storage and Amazon Redshift for aggregate query execution.
Redis 7 provides a shared cache layer for frequently-read
reference data (product catalogue, location hierarchy, user
permissions) with a configurable TTL (default 5 minutes).
Apache Kafka 3.5 (MSK — AWS Managed Streaming for
Kafka) provides the event bus with a 7-day retention period
and replication factor of 3 across three availability zones.

D. API Gateway and Frontend

An AWS API Gateway sits in front of all microservices,
providing a unified HTTPS endpoint for clients. The gateway
handles TLS termination, JWT validation (verifying signature
and expiry without querying the Auth Service on every request
— using the public JWKS endpoint), rate limiting (1,000
requests per minute per authenticated user), request routing by
URL path prefix, and API versioning (/api/vl/). The React.js
18 frontend communicates exclusively through the API
Gateway. The frontend implements code splitting via
Webpack, lazy loading of route-level components, and service
worker caching (Workbox) to achieve a First Contentful Paint

International Research Journal of Innovations in Engineering and Technology (IRJIET)

ISSN (online): 2581-3048
Volume 10, Issue 5, pp 241-253, May-2026
https://doi.org/10.47001/IRJIET/2026.105034

of under 1.2 seconds on a 4G connection. Material Ul v5
provides the design system; Recharts renders the analytics
dashboard visualisations.

E. IoT Integration Layer

Physical inventory events (goods receipt scans, stock
picks, cycle count updates, goods dispatch confirmations)
originate from three device types: (1) fixed RFID readers at
dock doors and conveyor belts; (2) mobile barcode scanners
(Zebra TC72) running a lightweight Android companion app;
(3) web-based QR code scanner using the browser's
BarcodeDetector API. All three device types publish scan
events to an l0T gateway microcontroller (Raspberry Pi 4 per
warehouse), which pre-validates the payload and publishes to
the Kafka topic inventory.scan.events. The Inventory Service
consumes this topic, resolves the scanned code to a SKU and
quantity, applies the appropriate stock transaction (receipt,
dispatch, transfer, adjustment), and publishes a stock.updated
event consumed by the Analytics and Notification services.
Total end-to-end latency from physical scan to dashboard
update is 87-143 ms in production.

Table I: Microservice Technology Stack and Kafka Topic Assignments

Auth Service Node.js + Express

Inventory Service Node.js + Express

Order Service Node.js + Express

Supplier Service Node.js + Express

Warehouse Service Node.js + Express

Forecast Service Python + FastAPI

Analytics Service Python + FastAPI

Notif. Service Node.js + Bull

F. Cloud Infrastructure

CBIMS is deployed on Amazon Web Services across two
regions: ap-south-1 (Mumbai) as the primary region and ap-
southeast-1 (Singapore) as the disaster recovery region.
Microservice containers are deployed on AWS ECS Fargate
(serverless container execution — no EC2 instance
management). Auto-scaling policies maintain a minimum of 2
tasks per service and scale out to a maximum of 20 tasks when
CPU utilisation exceeds 70% or P95 request latency exceeds
500 ms, with a 60-second cool-down period. Application load
balancers distribute traffic across tasks with health checks
every 30 seconds. Amazon RDS Multi-AZ provides
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PostgreSQL + Redis
PostgreSQL
PostgreSQL
PostgreSQL
PostgreSQL

TimescaleDB + S3

S3 + Redshift

Redis (queue)

user.events
stock.updated, scan.events
order.events, po.events
supplier.events
transfer.events
forecast.updated
analytics.events

notification.queue

synchronous replication for PostgreSQL databases with
automatic failover in under 60 seconds. CloudFront CDN
serves the React.js static bundle from 450 edge locations
globally.

V. CORE FUNCTIONAL MODULES
A. Real-Time Stock Tracking

The stock tracking module maintains a continuously
updated ledger of available, reserved, in-transit, and damaged
quantity for every SKU at every storage location bin. Stock
updates follow the event-sourcing pattern: every stock
mutation (receipt, dispatch, adjustment, transfer) is recorded
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as an immutable event in the transaction ledger before the
current stock level is derived by aggregating events. This
approach provides a complete, auditable history of every stock
movement and supports point-in-time stock reconstruction for
dispute resolution and regulatory audit.

The inventory data model supports lot/batch tracking
(mandatory for food, pharmaceutical, and chemical products),
serial number management (for high-value assets), expiry date
tracking with automated near-expiry alerts (configurable
30/60/90-day advance notice), and multi-unit-of-measure
management (e.g., purchase in tonnes, store in kilograms, sell
in grams). The FIFO, LIFO, and Weighted Average Cost
(WAC) inventory costing methods are all supported and can
be configured per product category — satisfying both Indian
GST regulations (which require WAC for most goods) and
IFRS standards (which prohibit LIFO).

B. LSTM-Based Demand Forecasting

The Forecast Service implements a bidirectional LSTM
with attention mechanism for time-series demand forecasting.
The model is trained per SKU-location combination using 18
months of historical daily sales data. Input features include:
(1) lagged demand values (lags 1, 7, 14, 21, 28 days); (2) day-
of-week and month-of-year categorical embeddings; (3)
promotional flag (binary — whether a promotion was active
on that date); (4) weather index (for weather-sensitive SKUs
such as seasonal products); and (5) regional holiday indicator.

The LSTM architecture consists of two bidirectional
LSTM layers (hidden size = 128 units each) with 0.2 dropout,
followed by a multi-head attention layer (8 heads, key
dimension = 64) and a dense output layer producing a 14-day
demand forecast with confidence intervals (10th and 90th
percentiles). The model is retrained weekly using the most
recent 18 months of data, with automated hyperparameter
tuning via Optuna. Reorder points are computed as: Reorder
Point = (Average Daily Demand x Lead Time Days) + (Z-
score x o _demand X \/Lead_Time), where Z-score
corresponds to the target service level (default 95%, Z =
1.645) and o _demand is the forecast standard deviation from
the LSTM confidence interval.

C. Automated Procurement Workflow

When the Inventory Service detects that the available
quantity of an SKU has fallen to or below its reorder point, it
publishes a reorder.triggered event to Kafka. The Order
Service consumes this event and automatically creates a draft
Purchase Order pre-populated with: the preferred vendor
(ranked by the Supplier Service scorecards), the recommended
order quantity (Economic Order Quantity adjusted by the
LSTM forecast), the expected delivery date (based on the
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vendor's historical lead time distribution), and the most recent
negotiated unit price from the price list.

Draft POs are presented to the procurement manager via
the dashboard for one-click approval. Approved POs are
transmitted to the vendor via the Supplier Portal (a separate
React.js application with vendor-specific login credentials) or
via email with a PDF attachment generated by a Puppeteer-
based PDF rendering service. Vendor acknowledgements
update the PO status in real time. Goods receipts against open
POs are matched automatically (three-way matching: PO
quantity, goods receipt quantity, supplier invoice quantity)
with configurable tolerance thresholds (default +5%) for
automatic approval; mismatches are flagged for manual
review.

D. Multi-Warehouse and Location Management

The Warehouse Service manages a four-level location
hierarchy: Warehouse > Zone > Aisle > Rack > Bin. Each bin
is characterised by its physical dimensions (length, width,
height), weight capacity, and special storage conditions
(ambient, refrigerated, freezer, hazardous materials). Putaway
rules assign incoming stock to bins based on product
dimensions, storage conditions, fast/slow-mover classification
(A/B/C analysis), and current bin utilisation — optimising for
space utilisation and pick efficiency simultaneously.

Inter-warehouse transfers are managed through a Transfer
Order workflow: the requesting warehouse creates a transfer
order specifying SKU, quantity, source bin, and destination
warehouse; the source warehouse confirms availability and
dispatches; the destination warehouse receives and confirms.
All three steps generate Kafka events consumed by the
Inventory and Analytics services, maintaining perfect stock
balance across the enterprise at all times. The dashboard
provides a consolidated enterprise-wide stock view with drill-
down from total enterprise — warehouse — zone — bin,
overlaid on an interactive warehouse floor map rendered in
SVG.

E. Role-Based Access Control

CBIMS implements a five-role permission model: (1)
Super Admin — full system access, user management,
configuration; (2) Warehouse Manager — full access within
their assigned warehouse(s), cannot manage users; (3)
Procurement Manager — full access to orders, suppliers, and
forecasting; read-only access to stock; (4) Stock Controller —
stock transactions (receipt, dispatch, adjustment, transfer)
within assigned locations; no access to financial data or
procurement; (5) Read-Only Analyst — dashboard and report
access only, no transactional capability. Row-level security
policies in PostgreSQL enforce data isolation at the database
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layer, ensuring that even if an API authentication check were
bypassed (through a code bug), a Warehouse Manager's
database session cannot read rows belonging to other
warehouses.

F. Analytics and Reporting

The Analytics dashboard provides four report categories.
Operational Reports: real-time stock status by location, goods
receipt/dispatch log, reorder alert list, and pending PO tracker
— refreshed every 60 seconds via server-sent events (SSE)
rather than polling. Financial Reports: inventory valuation by
method (FIFO, WAC), month-end stock summary for
accounting reconciliation, shrinkage and write-off analysis,
and carrying cost analysis — generated on-demand with 30—
90 second computation time for large datasets. Performance
Reports: supplier on-time delivery rate, quality rejection rate
by supplier, forecast accuracy (MAPE per SKU), stockout
frequency, and service level achievement — generated as
scheduled weekly/monthly summaries. Compliance Reports:
GST-compliant stock movement register, lot traceability
report (track-and-trace from supplier to customer), FIFO
compliance verification, and audit trail export — generated
on-demand with digital signature and timestamp for regulatory
submission.

V1. SECURITY ARCHITECTURE
A. Authentication and Authorisation

User authentication is implemented via OAuth 2.0 with
PKCE (Proof Key for Code Exchange) for public clients and
client credentials flow for machine-to-machine API access.
Successful authentication issues a short-lived JWT access
token (15-minute expiry) and a longer-lived opaque refresh
token (7-day expiry, stored in an HttpOnly, Secure,
SameSite=Strict cookie). The JWT payload carries: user ID,
role, assigned warehouse IDs, and permission scopes. The API
Gateway validates the JWT signature using the Auth Service's
public key (RS256 algorithm) without a synchronous Auth
Service call, achieving < 1 ms token validation overhead per
request.

Multi-factor authentication (MFA) is mandatory for
Super Admin and Procurement Manager roles using TOTP
(RFC 6238 — Google Authenticator compatible). Inactive
sessions are terminated after 30 minutes of inactivity. Failed
login attempts are rate-limited: 5 failures in 10 minutes
triggers a 15-minute account lockout with email notification to
the registered address.
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B. Data Protection

Data at rest is encrypted using AES-256-GCM in AWS
RDS (managed encryption with AWS KMS customer-
managed keys). S3 buckets use SSE-S3 with AES-256 by
default, with SSE-KMS for compliance-sensitive buckets.
Data in transit is protected by TLS 1.3 (minimum) on all
external-facing endpoints; internal microservice
communication within the VPC uses TLS 1.2+ with mutual
TLS (mTLS) client certificate authentication, preventing
lateral movement in the event of a single service compromise.

Personal data (user names, email addresses, phone
numbers) is stored encrypted using application-layer
encryption (envelope encryption via AWS KMS) in addition
to database-level encryption, providing defence-in-depth
against database export attacks. Sensitive inventory data
(supplier pricing, sales velocity by SKU) is classified as
Confidential and access-logged; access logs are shipped to an
immutable S3 bucket (Object Lock — WORM mode) for
forensic retention.

C. Audit Trail

Every state-modifying APl call records an audit event
containing: authenticated wuser ID, timestamp (UTC,
microsecond precision), IP address, user agent, APl endpoint,
HTTP method, request payload hash (SHA-256 of the request
body), response status code, and the before/after state of the
modified record (for stock adjustment and PO approval
operations). Audit records are written to an append-only
PostgreSQL table with a row-level trigger preventing
UPDATE and DELETE operations — enforced at the
database user permission level. Monthly audit log exports are
signed with the system's private key and can be verified for
integrity by regulators using the corresponding public key.

VII. IMPLEMENTATION DETAILS
A. Backend Implementation

Each Node.js microservice follows a layered architecture:
(1) Routes layer — Express.js route definitions with input
validation via Joi schema validation; (2) Controller layer —
request parsing, response formatting, error handling; (3)
Service layer — business logic, transaction orchestration,
event publishing; (4) Repository layer — data access, SQL
queries, Redis cache interaction. Database migrations are
managed via Flyway with version-controlled SQL migration
scripts. All services are written in TypeScript (strict mode)
with full type coverage, enforced by ESLint with @typescript-
eslint/strict rule set.
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The Python Forecast Service is implemented using
FastAPI for high-performance asynchronous HTTP handling
(async/await with uvicorn), TensorFlow 2.15 for LSTM model
training and inference, and Pandas/NumPy for time-series
preprocessing. Model artefacts are stored in Amazon S3 with
versioning, enabling rollback to previous model versions if
forecast accuracy degrades after a retraining cycle. Model
serving uses TensorFlow Serving for batch prediction requests
and TensorFlow Lite for on-device edge inference (on
Raspberry Pi 10T gateways).

B. Frontend Implementation

The React.js 18 frontend implements the following
architectural patterns: (1) Context APl + useReducer for
global state management (user session, warehouse selection,
notification feed); (2) React Query v5 for server-state
management (automatic cache invalidation, background
refetching, optimistic updates for stock adjustment forms); (3)
React Router v6 with lazy-loaded route components for code
splitting; (4) React Hook Form with Zod schema validation for
all transactional forms (goods receipt, purchase order, stock
adjustment); (5) Server-Sent Events (SSE) via the
EventSource API for real-time dashboard metric updates
without polling overhead.

The mobile-responsive layout is implemented with
Material Ul v5's responsive grid system (xs, sm, md, Ig
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breakpoints). Touch-optimised components (swipe-to-approve
on the PO dashboard, pull-to-refresh on the stock status
screen) improve the mobile experience for warehouse floor
staff using tablets. The Progressive Web Application (PWA)
manifest and Workbox service worker enable offline access to
the product catalogue and most-recently-viewed stock status,
with write-behind queuing for scan events captured offline
(e.g., in a warehouse with poor Wi-Fi coverage).

C. DevOps and CI/CD Pipeline

The CI/CD pipeline is implemented in GitHub Actions
with the following stages: (1) Lint: ESLint (TypeScript) +
Black/Flake8 (Python) — fails on any lint error; (2) Unit Test:
Vitest (frontend + Node.js services), pytest (Python services)
— fails below 80% line coverage; (3) Integration Test: Docker
Compose spins up all services + dependencies, runs Postman
Newman API test collection (480 test cases); (4) Build:
Docker multi-stage build producing minimal production
images (node:20-alpine base, ~120 MB compressed); (5)
Security Scan: Trivy container vulnerability scanner +
OWASP Dependency Check; (6) Deploy: AWS CDK deploys
the updated service to ECS Fargate using blue/green
deployment with CodeDeploy — zero-downtime with
automatic rollback on health check failure.

VIII. EXPERIMENTAL EVALUATION

A. Pilot Deployment

CBIMS was deployed in a six-month pilot across two pilot organisations in Vidarbha, Maharashtra: Pilot-A, a manufacturing
SME with three production facilities and one finished goods warehouse (4,200 active SKUs, 18 staff users, average 320 stock
transactions per day); and Pilot-B, a wholesale distribution company with two warehouses and a fleet of 12 delivery vehicles
(11,600 active SKUSs, 31 staff users, average 850 stock transactions per day). The pilot measured operational KPI improvements,
system performance, and user experience against pre-pilot baselines established from three months of historical data.

B. Operational KPI Results

Table 11: Operational KPI Comparison — Pre and Post CBIMS Deployment

Post-CBIMS (6
months)

Baseline (Pre-

Improvement

Stockout Incidents / month 234 avg 15.3 avg 34.7% reduction
Excess Inventory Cost (INR) %4.82L/month %3.46L/month 28.3% reduction
Inventory Record Accuracy 74.2% 99.1% +24.9 pp
Goods Receipt Processing Time 24-72 hours < 2 minutes 99.9% reduction
Cycle Count Time (full) 3-4 days/month < 4 hours/month 87% reduction
Procurement Lead Time 6.8 days avg 5.1 days avg 25% reduction
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Pl Baseline (Pre- Post-CBIMS (6 ST ET
CBIMS) months) .

Demand Forecast MAPE 34.2% (baseline) 18.7% (LSTM) 45.3% improvement
Report Generation Time 2-4 days manual < 90 seconds 99%-+ reduction
Mobile Accessibility 0% (desktop only) 100% Full mobile
coverage

C. System Performance Benchmarks

Table 111: System Performance Benchmark Results

System Awvailability (6 months) 99.97% >=99.9% Pass
API1 P50 Latency (1,000 users) 67 ms <150 ms Pass
API P95 Latency (1,000 users) 184 ms <300 ms Pass
API1 P99 Latency (1,000 users) 312 ms <500 ms Pass
10T Event End-to-End Latency 87-143 ms < 500 ms Pass
Kafka Event Throughput 12,400 msg/s — Benchmark
Forecast Retraining Time 4.2 min/SKU <10 min Pass
Dashboard Load Time (4G) 11s <2s Pass
Concurrent Users (no degradation) 1,200 >=1,000 Pass
Database Quje;ri);;% (complex 28 ms <100 ms Pass
Storg?(euij’;to(np;r) 10k USD 4.20 <USD 10 Pass
Total Cloud Infra Cost (Pilot-A) USD 187/month — Benchmark

Table 1V: Demand Forecasting Method Comparison on Pilot-A Dataset

Method MAPE (%) MAE (units) RMSE (units) Stockout Rate

Naive (last period) 41.8 28.4 19.8%
Moving Average (4-wk) 34.2 221 33.7 17.3%
ARIMA 27.6 18.3 27.9 14.2%
Holt-Winters 24.3 16.7 251 12.8%
LSTM (unidirectional) 214 14.2 22.6 11.3%
BiLSTM + Attention 18.7 124 19.8 9.6%

The bidirectional LSTM with attention mechanism (CBIMS Forecast Service) achieves MAPE of 18.7% — a 45.3% relative
improvement over the pre-pilot moving average baseline and a 32.2% improvement over standard unidirectional LSTM. The
corresponding stockout rate of 9.6% represents a 44.5% reduction from the pre-pilot baseline of 17.3%, substantially exceeding
the O2 objective (> 25% stockout reduction).
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E. Security Evaluation

An independent penetration test (VAPT — Vulnerability Assessment and Penetration Testing) was conducted by a CERT-In
empanelled security firm over a two-week period. The test scope covered: external attack surface (APl Gateway, CloudFront),
authentication bypass attempts (JWT manipulation, PKCE bypass, session fixation), authorisation bypass attempts (IDOR,
privilege escalation, cross-warehouse data access), injection attacks (SQL injection, NoSQL injection, command injection, SSTI),
and client-side vulnerabilities (XSS, CSRF, clickjacking). Results: zero critical findings, zero high findings, two medium findings
(both remediated before pilot go-live), four low findings (accepted risks with documented mitigations). The HMAC-signed audit
trail was verified to be tamper-evident: modifying any field in any historical audit record invalidates the chain signature.

F. Usability Evaluation

A System Usability Scale (SUS) evaluation was conducted with 38 participants across both pilot sites: 24 warehouse staff, 9
managers, and 5 admin users. Task scenarios covered: placing a purchase order, recording a goods receipt via barcode scan,
generating a stock status report, creating a stock adjustment with reason code, and checking a supplier's on-time delivery
scorecard. Mean SUS score: 86.4 (SD = 8.1), classified as 'Excellent’ on the Bangor et al. adjective scale [17]. The mobile
interface received the highest item scores for learnability (Q4, mean 4.7/5) and integration with the physical scan workflow (Q7,
mean 4.6/5). The lowest-scoring item was the initial learning curve for the warehouse location hierarchy navigation (Q5, mean
3.8/5), identified as a priority for a guided onboarding tour in the next release.

IX. COMPARISON WITH EXISTING SYSTEMS

Table V: Feature Comparison with Existing Inventory Management Systems

Deployment Cloud (AWS) Cloud (SaaS) Cloud (SaaS) On-premise/Cloud On-premise
Al Demand Forecasting BiLSTM+Attn Basic stats Basic stats Add-on (costly) None
10T / RFID Integration Native Kafka Third-party Limited Via SAP loT None
Multi-Warehouse Unlimited Upto 10 Unlimited Unlimited Limited
Mobile App PWA + App Android/iOS Android/iOS SAP Fiori None
AP1 / ERP Integration V\Ziilo]'(s REST API REST AP SAP RFC/BAPI Ta"x:ime
GST Compliance Built-in Built-in Built-in With configuration Built-in
Audit Trail Immutable Basic log Basic log Standard Basic log
WORM
Pilot MAPE (%) 18.7 N/A N/A N/A N/A
SUS Score 86.4 Not reported Not reported Not reported Not reported
Monthly Cost (SME) USD 187 USD 79+ USD 120+ USD 1,800+ INR 22,500/yr
X. DISCUSSION into three downstream benefits: (1) inventory records reflect
physical reality in real time, enabling trust in system data and
A. Impact Analysis reducing the safety stock held as a buffer against record

inaccuracy; (2) three-way invoice matching can be initiated
immediately on goods receipt rather than waiting for the
physical count to be transcribed, accelerating accounts payable
processing and enabling prompt payment discounts; (3)
batch/lot traceability is established at receipt with machine

The most significant operational impact of CBIMS is the
near-elimination of the goods receipt processing delay — from
24-72 hours (manual transcription) to under 2 minutes (loT
event-driven automation). This single improvement cascades
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precision, dramatically reducing the effort required for quality
audits and regulatory inspections.

The 45.3% improvement in forecast MAPE from 34.2%
(moving average) to 18.7% (BiLSTM-+Attention) translates
directly into the 34.7% stockout reduction and 28.3% excess
inventory cost reduction observed in the pilot. The economic
value of these improvements for Pilot-B (the larger
deployment): monthly stockout cost savings of approximately
INR 3.8 lakhs (assuming average gross margin of INR 800 per
stockout incident x 8.1 fewer incidents per month), and
carrying cost reduction of INR 1.36 lakhs per month — total
annualised savings of INR 61.9 lakhs against an annual cloud
infrastructure cost of INR 2.7 lakhs — a payback period of
under 20 days.

B. Limitations

= Forecast Model Cold Start: For newly introduced SKUs
with less than 90 days of sales history, the BiLSTM
model defaults to a rule-based forecast (industry average
seasonality x product category coefficient). Performance
during this cold-start period is comparable to the Holt-
Winters baseline, not the full LSTM accuracy.

= |oT Hardware Dependency: The real-time scan event
capability requires compatible RFID readers or barcode
scanners. Businesses without existing scanning hardware
must budget for equipment procurement (INR 15,000—
80,000 per scanning station depending on RFID vs
barcode), which may extend the payback period for very
small businesses.

= Internet Connectivity Requirement: While PWA offline
mode provides limited functionality during connectivity
outages, core transactional features (stock updates, PO
approval) require a stable internet connection.
Warehouses in areas with poor connectivity may
experience degraded functionality.

= Single-Language Ul: The current interface is English-
only. Localisation to Marathi and Hindi — relevant for
warehouse floor staff in the Vidarbha context — is
planned for the next release using react-i18next.

C. Future Work

1. Computer Vision for Automated Counting: Integrate
camera-based object detection (YOLO v9 fine-tuned on
SKU images) for visual stock counting — enabling cycle
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3. Reinforcement Learning for Reorder Optimisation:
Replace the EOQ-based reorder quantity with a
reinforcement  learning agent (Proximal Policy

Optimisation) that dynamically adjusts order quantities in
response to real-time supplier capacity signals and
demand volatility.

4. Voice-Controlled Operations: Integrate hands-free voice
command interface (using Web Speech API) for
warehouse pick operations — enabling staff to execute
stock picks without physical device interaction.

5. Digital Twin Integration: Develop a 3D digital twin of
warehouse floor layouts using Three.js WebGL,
providing visual real-time stock density heatmaps, pick
path animations, and congestion alerts.

XI. CONCLUSION

This paper presented CBIMS — a comprehensive, cloud-
native inventory management system designed and evaluated
for the operational realities of Indian SMEs. By combining a
microservices architecture on AWS, loT-driven real-time
stock tracking via Apache Kafka, bidirectional LSTM demand
forecasting with attention mechanism, automated procurement
workflows, and a robust multi-layer security architecture,
CBIMS addresses the nine critical operational pain points
identified in the requirements study with measurable,
quantified outcomes.

The six-month pilot evaluation across two organisations
demonstrates results that substantially exceed the design
objectives: 34.7% stockout reduction (vs O2 target of 25%),
28.3% carrying cost reduction (vs O3 target of 20%), goods
receipt processing reduced from 72 hours to 2 minutes,
inventory accuracy improved from 74.2% to 99.1%, SUS
score of 86.4 (Excellent), and 99.97% system availability at
sub-200 ms P95 API latency. The total annual cost of cloud
infrastructure (USD 2,244 for the larger pilot site) represents a
fraction of the annual savings (INR 61.9 lakhs = USD 7,400),
yielding an exceptional return on investment.

CBIMS demonstrates that the capabilities previously
accessible only to large enterprises through costly ERP
deployments — Al-driven forecasting, loT-integrated
tracking, real-time analytics, and audit-grade compliance
reporting — can be delivered to SMEs at a monthly cost
comparable to a single employee's daily wage. The
architectural blueprint presented here provides a replicable,

counts via a smartphone camera rather than manual  gpen  reference design for  cloud-native  inventory
barcode scanning. transformation across the Indian manufacturing and
2. Blockchain-Based Traceability: Implement an Ethereum- distribution sectors.
compatible smart contract ledger for cross-enterprise
supply chain traceability, enabling immutable
provenance records that can be shared with customers
and regulators without exposing internal pricing data.
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